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INTEGRATION OF PARADOX
INTRUSION PANELS INTO

MILESTONE




SGSE has once again expanded its intrusion
panel integration offering with its incorporation
of renowned manufacturer Paradox’s
(«Paradox’s») intrusion panels into Milestone
Systems's («Milestone’s») software,
consolidating its global expansion.

Personalized Service,
Innovative Technology Since 1989
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The image below shows the names of the
different manufacturers whose intrusion panels
are currently integrated into Milestone thanks to
SGSE's software innovations.
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Intfrusion deployments with Paradox's
intrusion systems

Paradox’s infrusion systems offer the highest
level of protection for banks, military and
government facilities, luxury residential homes,
and anywhere where maximum security is
essential. These systems are designed to be
easy to use and their modular concept provides
installers with work-saving features that make
expanding, installing and servicing them fast
and convenient.

Paradox ‘s Spectra, Magellan and Evo families
are integrated into Milestone via the SGSE plug-
in.

The tables below show the most important
features of each of the products within the
Paradox families that have been integrated info
Milestone:

DIGIPLEX

EVO

FEATURE

Maximum Zones

On-board zones 8

Partitions

Users

Access Control

Events Buffered

PGMs

Supported cameras

Siren Wired / Wir

Total expasion modules

Landline Speed for Programming

Supports PCS Series

Supports IP150+ (Internet Module)

Supports VDMP3 (Plug-in Voice Dialer)

In-Field Firmware Upgradeable

EV0192 EVOHD
192 92
16 with ATZ) 8 (16 with ATZ + Tamper input)
32 puertas 32 puert
584 3584
on bo 32 (5 onboa
e
eless with RTX3 5 ireless with RTX3
254 254
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S P :
SPECTRA

FEATURE SP4000 SPS500 SP6000 SP6S
StayD Yes Yes Yes Yes
2 Serial Ports N/A Yes Yes N/A
Maximum zones* 32 32 32 32
On-board zones 4 (8 with ATZ) 5 8 (16 with ATZ) 9 (18 with ATZ)
Expansion Zones 24 24 24 24
Keypad zones 15 15 15 15
Partitions 2 2 2 2
User Codes 32 32 32 32
PGMs 12 (1 on board) 16* (2 on board) 16* (2+2 on board) 16" (3 on board)
PGM +/- Trigger N/A NfA Si Si (Via Babyware)
Siren Wired Wired / Wireless with Wired / Wireless with Wired [ Wireless
RTX3 RTX3 with RTX3
Alarm Riley MN/A NfA 1= N/A
Event Buffer 236 256 256 256
Wireless Expansion Yes Yes Yes Yes
2-Wire Smoke MNfA NfA Yes MN/A
Detector
GPRS (PCS Series) Yes Yes Yes Yes
Compatible with Yes Yes Yes Yes
IP150+
Compatible with Yes Yes Yes Yes (via PC5250)
VDMP3
Patented 2 opto Yes Yes Yes N/A
coupler dialer circuit
In-field Firmware Yes Yes Yes Yes

Upgradeable

Soluciones Globales de Seguridad Electrénica

SP7000

Yes

Yes

32

16

15

32

16" (4 on board)

Si

Wired / Wireless
with RTX3

Yes

Yes

Yes

Yes

Yes

Yes
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MAGELLAN

e MGS5000
MG5050

Integration architecture

To integrate Paradox’s intrusion panels into
Milestone, both the panel and the server on
which the Milestone software platform has
been installed must be connected via the
network.

Initial set-up

The Paradox panels will establish ethernet
communication with Milestone’'s XProtect
platform, which contains the SGSE plugin that
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controls the panels by implementing the
protocols designed by Paradox through this
manufacturer’'s software development kit
(SDK).
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It is therefore necessary for the intrusion panel user
account credentials, the information relating to the
IP address and the communications port to be
configured so that the plugin can communicate
with the infrusion panels in the right way.

The registration of one or more Paradox intrusion
panels that is/are associated with a site is very
straightforward as it is just a case of entering the
following details: the username and password, the
IP address, and the communications port, among
other things, as shown in the image below.

Click «save» to store the connection information in
the plugin.

-8
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Implementation

If the information entered is correct, some
fields will appear at the bottom
of the panel management dialog box, just
below the «Enabled» field, which will be
highlighted in green. If the information
enfered is incorrect, the fields that  will
appear will be highlighted in a different
colour and information will be displayed to
show that communication between Milestone

and the Paradox infrusion panel could
not be established.
If communication has been established

successfully, the information that has been
entered should be saved so that the system can
use it every time it is started up. This will make this
process more straight forward and convenient.

To summarise, the steps to take are as follows:
e Enter the name of the connection/panel.
e Enter the IP address and the
communications port.
e Enter the username and password for the
intrusion panel user account.
e Save the account information

Configuration
Zones

The SGSE plugin facilitates the automatic
collection of information on the configuration of
the Paradox intrusion panel zones and
displays the icons for each zone on the
Milestone Smart Client maps to make the
operator’s job much easier.

Some of the most significant icons are shown
below:
EVO Series

Element lcon

Default

EVO192
Intrusion panel with up to 192 zones
and 8 on-board zones

i jir/

|
Soluciones Globales

Element

EVOHD
Evo HD intrusion panel with up to
192 zones and 8 on-board zones.

PS17
Power Suppy

K641 PLUS
High-performance keypad

K641X
Control keypad

K641R
Control keypad

K656
Control keypad

TM50
Touch keypad with wide range of
functions

DG85
Outdoor high-security motion
detector

DG467
360° ceiling mounted digital motion
detector

DM50,DM60y DM70

DM50: Dual technology IR detector
DM60: Digital IR detector with quad
optics

DM70: Digital IR detector with pet
immunity

s de Seguridad Electrénica
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Element

NV35MX

Wired dual curtain IR detector for
windows and sliding doors with
anti-masking and pet immunity

NV75MX

Dual PIR detector with dual Mironel
optics, up to 16 metres of
coverage and anti-masking

NV780MX

Outdoor wired IR detector with 4
side sensors, an adjustable
detection range of between 3 and
12 metres, and anti-masking and
pet immunity

NVX80

Outdoor triple technology detector
with double PIR, microwaves and
anti-masking

DG457
Glass breakage detector

ZC1
Magnetic detector

RTX3
32-zone wireless expansion
module

ZX1
Single-zone expansion module

ZX4
4-zone expansion module

EE0E B OO

>
(2]
N

ZX8
8-zone expansion module

ZX16
16-zone expansion module

ZX32
32-zone expansion module

Spectra Series

Element

SP4000
Intrusion panel with up to 32 zones
and 4 on-board zones

SP5500
Intrusion panel with up to 32 zones
and 5 on-board zones

SP6000
Intrusion panel with up to 32 zones
and 8 on-board zones

SP7000
Intrusion panel with up to 32 zones
and 16 on-board zones

SP65
Intrusion panel with up to 32 zones

TM70 TOUCH
Touch keypad with wide range of
features

t
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Element Icon RX1

Wireless receiver

TM70WB
Touch keypad with wide range of

features PGM82

Expansion module with 8
programmable outputs

TM50 TOUCH
Touch keypad with wide range of
features PS45/PS25
Power Suplly
K32LCD+ Magellan Series
Keypad with LCD display
Element lcon
K32+
LED keypad for 32 zones MGS5000
Intrusion panel with up to 32 wireless
zones and 2 on-board zones MG5000
K35
LED keypad for 32 zones
MG5050
Intrusion panel with up to 32 wireless -
zones and 8 on-board zones
K636 MG5050

LED keypad for 10 zones

TM70 TOUCH
K10V Touch keypad with wide range of
LED keypad for 10 zones features
KTOH ¥M7OPY\I/<B d with wid f
LED keypad for 10 zones ouch keypad with wide range o
features
RTX3 _ TM50 TOUCH
32-zone wireless expansion : .
Touch keypad with wide range of
module
features
ZX8 K32LCD+

8-zone expansion module

Keypad with LCD display

ZX82

. K32+
8-zone expansion module

LED keypad for 32 zones
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Element

K35
LED keypad for 32 zones

K636
LED keypad for 10 zones

K10V
LED keypad for 10 zones

K10H
LED keypad for 10 zones

RTX3
32-zone wireless expansion
module

ZX8
8-zone expansion module

ZX82
8-zone expansion module

NV37MR
Dual wireless detector for
doors and windows

NV780MR
Outdoor wireless dual detector

PMD2P
Dual optical PIR detector

PMD75N
Dual optical PIR detector

Ilcon

2000

>
(-1
N

DORR0E

Element

PMD75
Dual optical PIR detector

SR230
Wireless outdoor siren with built-in
strobe light

SR250
Wireless outdoor siren with built-in
strobe light

DCT6
Wireless magnetic contact

DCT10
High-quality dual-zone magnetic
contact

DCTXP2
Dual-zone wireless magnetic
contact

DCT2
Ultra small magnetic contact

SD360
Wireless smoke detector

G550
Wireless glass breakage detector

RPT1+
Wireless repeater module

PS45/PS25
Power Supply

oluciones Globales de Seguridad Electronica
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Events: alarms and rules
Alarms

When intrusion events (such as the detection of intrusion elements, and the arming and disarming of
partitions, among other things) or other events occur in the panel, the plugin will notify Milestone of

these events.

Depending on how they arise, these events can be used to define customized alarms in Milestone.
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(= 8% Paradox Menitor

?’Eﬂ;n‘m de dispositivos Paradox '}
Acceso a Cualquier Software (Eventos de dispositiv

3 Acceso a EVO (Eventos de dispositivos Paradox)

( Acceso a EVO Finalizado (Eventos de dispositivos Pa
Acceso de Babyware (Eventos de dispositives Parado
Acceso de Babyware Finalizado (Eventos de dispositi

¢ Acceso Remoto (Eventos de dispositivos Paradox)
Activar Sonido de Fitido (Eventos de dispositives Para
Actualizacidn de Firmware (Eventos de dispositivos P
Alarma con Zumbador (Eventos de dispositivos Parad
Alarma Constants (Eventos de dispositives Parado)
Alarma de Coaccidn (Eventos de dispositivos Paradox

used to define automated rules in Milestone,
linking the intrusion events to any other
technology available at the facility which has
been integrated into this software platform.
§

By way of example, when an intrusion event §mueow.o[smwdmmpam:

. . . Alarma de Incendio (Eventos de dispositives Paradex)
occurs in the Paradox intrusion panel, such as R
the detection of an intrusion in a zone, any of §i:ﬁﬁﬁﬂiﬁé’iﬁﬂl‘fﬂﬁﬂéﬁfv
several actions that are enabled in the rules g
engine can be performed: activating a digital :
output, playing an audio message, moving a
pan, tilt and zoom (PTZ) camera, and sending an
email, among other things.

Alarma Generada por Manipulacidn (Eventos de dispo
Alarma Generada por Pérdida de Supervision (Evento
Alarma No Médica (Eventos de dispositivos Paradox)
¢ Alarma Paramédica Cancelada (Eventos de dispositiv
s Mlarma FPulsada (Eventos de dispositivos Paradox)
Alarma Silencicsa (Eventos de dispositivos Paradox)
Mlerta de Supervisidn RF (Eventos de dispositives Par
g Apagado Global (Eventos de dispositivos Paradox)
Armado Automético (Eventos de dispositivos Paradex
Armado Automético Cancelado (Eventos de dispositiv
§ Armado Completo cuando Esta en Modo de Suefio (E
Armado con Control Remoto en Bateria Baja (Eventos
3 Armado con Interruplor de Liave (Eventos de dispositi
Armado con Problema (Eventos de dispositivos Parad
§ Armado con Usuario (Eventos de dispositives Parado
Armado del Area (Eventos de dispositivos Paradoo)
Armado en Modo de Suefio (Eventos de dispositivos
3 Armado en Modo Permanente (Eventos de dispositivo
Armado Forzado (Eventos de dispositivos Paradox)
Armado Parcial (Eventos de dispositivos Paradox)
§ Armado por PC (Eventos de dispositivos Paradox)
§ Armada por Software (Eventos de dispositives Parado

Armado Rapido (Eventos de dispositivos Paradox)
Armado sin Movimiento (Eventos de dlspcsmvoeP)a:i/
>

A

Bateria Baja en Control Remato (Eventos de disposity’” v

Corcelr
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Performing actions on the Paradox
intrusion panel from the Smart Client

The example mentioned previously is not the only
type of interaction that can occur with the
Milestone rules engine; the rules engine also
facilitates interaction with the intrusion panel itself
when any event occurs in Milestone, including
user-defined events that can be triggered from
the Smart Client, the Web Client or even the
Mobile Client.

The following actions can be performed on the
infrusion panel:

Arm a panel

Disarm a panel

Arm an area (partition)

Disarm an area (partition)

Arm all areas

Disarm all areas

Activate/deactivate an output (action)
Isolate a zone

Deisolate a zone

Gestionar regla — [m] X

Nombre: Accidn sobre la regla establecida

Descripcién:
Activo B4

Paso 3: acciones
Seleccionar las acciones que deben realizarse
Disarm Paradox <area> ~
Inhibit Paradox <area>
Bypass Paradox <zone>
Unbypass Paradox <zone>
On Paradox <PGM:>

%] Off Paradox <PGM>

M1 Desinhibir <zona> Galaxv
<

Editar la descripcidn de la regla (haga clic en un elemento subrayadao)

Realizar una accién en Alama Pulsada (Eventos de dispositivos Paradaox)
de PARADOX Monitor
Am area <Paradox area>
y Disamm area <Paradox area>
y Inhibit area <Paradox area>
y Bypass zone <Paradox zone>
y Unbypass zone <Paradox zone>
y On PGM <Paradox PGM>

y Off PGM <Paradox PGM>

We can activate one of the panel outfputs
(actions), for example, when a particular event
occurs in Milestone. We can also create a user-
defined event called «arm system» which, when
activated, triggers the command to arm the
entire system.

The «arm Paradox» event can be activated from
the Smart Client or even the Mobile Client.

Setting permissions for different roles/users: «role
configuration»

The plugin facilitates interaction with the different
elements of the Paradox panel. However, the
scope of this inferaction will depend on the
permissions applied to the Milestone user’s role.
Limitations can be placed on the scope of the
inferaction with the different elements by
assigning specific permissions. If a user belongs
to a group or has a role that does not have any
specific management permissions relating to an
element associated with it, this user will not be
able to take any action on this element (such as
arming or disarming it or cancelling it).

Configuracién de cometido ~ 1
Corfiguraciones de MIP

+-86% MonitorDetNov "~
=J-86% Paradox Monitor
== | Paneles Paradax
-5 Areas
2 Areal
© Aread
= || Zonas
Zone1
s~ Salidas
s PGMT
e PGM2
- PGM3
s PG4
i PGMB
s PGME

P Tt V)

Conrfiguracién de segurdad p PARADOX Monitor
[JLeer estado
[ Escribir estado
[ &mar Panel
[JDesamar Panel

EDControl de acceso LF'F{ =3 Incidentes (¥ Atencidn sanitariz dg MIP < >
e —

Automatic parameterisation of alarms

In order to simplify the configuration process for
the system administrator, SGSE has introduced a
new feature that automatically configures the
alarms for the zones managed from the plugin.
This means that all the zone alarms will be
configured implicitly (these will be identified within
the name of the zone) when the SGSE plugin is
started up, which avoids the need to access the
Milestone menu to set the alarms.

bales de Seguridad Electrénica
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Definiciones de alarma = ] Informacién de Definicién de alarma

-_‘j Definiciones de alarma Definicién de alama

& DALARMA FUEGO DETECTO
B DALARMAFUEGO FULSADD ||  Hebiter =
& oaaruanCENDIOZONA
& 0ALARMA INCENDIO ZONA [PARADOX ama TEST
& 1ALARMA GALAXY ZONAT R —
® TLLAMADA ENTRANTE
& TMOVIMIENTO Camara Peri
& 1TAMPER GALAXY ZONAT

The alarm can be enabled or 8 2A70RD SUPERADO RECI | Actvader

. . . . & ZESTANCIA SUPERADA
" i Evanto activader Paradox Montor de eventos

disabled with just one click. 3 A COTICTOGHET - -
& AJAX LiveQuality CO2 Zon- P on
& AJAX LiveQuality Humedad Fusntas: [Em:, ‘desconocido
& AJAX LiveGuality Temperatur

s & AJAX PULSADOR DOBLE Periodo de activaciin
Configuracién de alarmas & AJAXROBO MTT 23

& Aarmz 1 CRA @ Peri temporal: Siemre

Disparar alarmas

& Alarma 2CRA

& ALARMA AJAX DEVICE MAL

& ALARMA DEVICE TAMPERE
ALARMA GENERICA TAMPE
ALARMA INTRUSION NEDAP

B AMSTEST 251

& Definicin de alarma

& Definicién de alarma 1

& Definicién de alarma 2

& Definicién de alerma 3

() Basado en evento:

Plano

@ Una alama sélo aparece en el mapa inteligente si al menos una fuente de la alama es una cdmara, un dispositivo de entrada o un miceéfeno.

Vista de Gestor de alarmas:

<k Door closed @® Plane
& Ferensic \Wanted License Plat
\3 GALAXY TAMPER CUALQUI Mapa relacionada:
& GALAXY TAMPER TODASL
& INTRUSION Oficina comercizl || ~ Aceidn del operador requenda
& Intrusién Uniview Limite de tiempo: 1 mino
\1 LLAMADA 1001
LLAMADA 1004 Eventos activados: TEST_Aax
2 I
& MOTION ALMACEN 2.12
& MOTION ALMACEN 2.236 Otro
B PARADO), Alarma TEST . o
& SE IntruSION Camaras relacionadas:
2 SBTRIPWIRE Propietario inicial de la alama:
& SPC Panel Zonal
& SPC Panel Zona2 Pricridad inicial de la alama: 1: High
& SFC Panel Zonal . )
& Tamper expansor SPC £ooxt lodimm
& TEST MANUAL SIN CAMARA | Eyertos activados por alamna:
& TestPueraforzada
\1 TIEMPO PERMANENCIA EX
& Unavthorized vehicles evental §  yyrms asignabie a administradores: (%)

& Zona desarmada

In addition to this new feature, it will also be possible to choose the camera or cameras that will be
linked to the zone when it is alarmed.

| Zanes « 1 [inlormscide de Tone - B
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o ) PARADON Meritsr
Zonel Hombre:
Pumen de 2ona
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Zora sbdtstn
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" 2 ENTRADA 2 ALMACEN SGSE 158.2 236) - Camara 1 Afiadit
T 3 Entracs 3 - HIK DS-TOM403-81 (2 64)
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W Cdmara FTZ
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T 2 ENTRADA 2 ALMACEN SGSE (102 168 2 236) - Camara 1
T Dahua IPC-HFWS31E-Z (148 74 46 188) - Cimara 1

2 ENTRADA 2 ALMACEN SGSE (192 963.2 23) - Cémar 1
Dishua IPC-HPWS4I1E-Z (143 78 46 168} - Chmarn 1

Operation and user interface

The status of the different elements of the intrusion deployment can be seen in Milestone’s Smart
Client, including the panel itself, the partitions, the zones and the outputs.

The status of each element is indicated by the colour displayed on the icon. The status indicated by
each colour is shown in the table below:

Soluciones Globales de Seguridad Electrénica
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Normal

Armed

Partially armed

Panel

Alarmed

Unknown

Normal

Armed

Alarmed

Zones
Isolated

Sabotaged

Malfunctions

Unknown

Soluciones Globales de Seguridad Electrénica
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Normal

Armed

Area (partition)

.
\
L
y
v4

Alarmed

Unknown

Activated

Outputs Deactivated

Tests

Not only is the status of the elements visible,
but it is also possible to interact with them by
right-clicking on their corresponding icons. e o
Depending on the type of element that is
clicked on, a pop-up menu will allow us to
perform certain actions.

If we right-click on an area (partition) icon, we
can:

Arm area
Disarm area
Inhibit area
Forcedly arm.
Instantly arm.
Defer arming.

Soluciones Globales de Seguridad Electrénica
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& Plano-de-departamento-moderno-de-95-m2

If we right-click on a zone icon, we can:

Area2|

PARADOX Monitor

e Omitzone
e Unomif zone

If we right-click on an output, we can:

PARADOX Monitor

e Activate it
e Deactivateit
e Testit

mas nuevas

Integration of EVO's RTX3 radio zone
expansion modules into Milestone

Paradox’s radio expansion modules can control

up to 32 wireless zones. This makes it possible to MAGELL AN

extend the working distances of the electronic Sakid

security deployments, as shown in the image

below: @

PARADGOGEH

The icons indicating the different statuses of Paradox’s RTX3 expansion module in Milestone
are shown in the table below:

) SGSE

Soluciones Globales de Seguridad Electrénica
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Normal

Alarmed

Armed

RTX3
Isolated

Sabotaged

Malfunctions

Unknown

Integration of the TM50 touch keypad into
Milestone

The TM50 wired touch keypad is just one of the
devices that has been integrated into Milestone.

The icons indicating the different statuses of
Paradox’s TM50 touch keypad in Milestone are
shown in the table below:

Soluciones Globales de Seguridad Electrénica
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Normal

Armed

Alarmed

TM50
Isolated

Sabotaged

Malfunctions

Unknown

Integrate your Paradox intrusion deployments into Milestone with SGSE.

Soluciones Globales de Seguridad Electrénica
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