. SGSE

Soluciones Globales de Seguridad Electronica

PROBE MONITOR PLUGIN

User guide

User guide for the installation of the PROBE Monitor Plugin
and interaction with the W&T Series Probes into Milestone XProtect



Probe Monitor plugin - User guide

Soluciones Globales de Seguridad Electronica

Index
1. DOCUMENT VEISIONS ...veiiiiiiiiiiiiiiiiics ittt e s abb e sabs e e s saaae e e s aes 2
2. INEFOAUCTION et 3
T AN ol o 1) =T o1 (U PP P ST 4
N [0 15 1| - 14T o FO O U TP PO PRP PR 5
Probe Installation (Serial to Ethernet Communications) .........ccovvecivieeeeeeeiicicirreeeee e, 5
Manual activation Of DHCP ......c.c.oociiiiiiiienie et 5
Assigning the IP using the ARP COMMANG ......cccuiiiiiiiiie et e e e 5
HOME o e 7
[0} =410 T OO PP PPPRPPPRPN 8
o K [oI Y] 0 1] F= £ PP PP P P PP PPPPPPPPPPPPPPPPPPPRE 8
INEEWOIK ettt sttt e b e b e s ae e et e bt e bt e sbee s bt e sabesabe e beenneesaeenane 8
HTTP OF HTTPS ettt ettt e ettt e e e e s e bbbt e e e e e e s e aanebeeeeeeeeesnnreneeeas 9
L T o] o [T P PR 9
[ (Yo T a1y = = 4o o SRS 9
Plugin License process Getting @ UID .......ccveiiiiiiieiiiiiie ettt siee e eitee e e ree e e tae e e 12
TR 0010 i 7={ U = 4 o) o OSSPSR 14
SET UP @ PROBE ... e 14
5.1.1. MIlESTONE @lArMS....eeeiiieiie ettt et e st sar e e s b e esaee e 18
5.1.2. MITESTONE FUIES ..ottt sttt e sbee e s e e snee e 19
5.1.3. Milestone SMart ClIENT......oc.eirierieiierieee et 20
TR N o101 o 11 o Yoo ] A 1o V-SSR 23




) SGSE

Soluciones Globales de Seguridad Electronica

Probe Monitor plugin - User guide

1. Document versions

Version | Date Author | Changes in the version
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2. Introduction

The purpose of this document is to explain the operation, installation and use of the plugin
solution called "PROBE MONITOR” for use in Milestone Xprotec .

This solution consists of a plug in allows to monitor and interact with Milestone software
included in the solution, from the user interface and the working environment of the Xprotect
platform © of Milestone.

The PROBE plugin application is designed specifically to provide the Management
procedure from Milestone Xprotect software to PROBE sensors (Temperature, Humidity,
Pressure) . It's the bridge between Milestone system and panels devices from PROBE.

The Plugin enables the possibility to send commands to the PROBE panel from the
Milestone Smart Client application. And also, it receives events from the PROBE panel. User is
able to configure alarms for these events in the Milestone Management Client.

Simplicity, When the plugin stablish connection with Sensors, configuration’s data can
be taking from Probe and include these like a part of the Xprotect devices; including
description text and all relevant data from the probe. Just only four parameters must be
introduce are ip, port, user, password.

In this way, the management begin in the Xprotect system and ending in the PROBE
devices, the software send-receive the relevant data (Alarm, prealarm, disable, enable,...) to
permit the interaction between two systems Xprotect (Milestone)- (PROBE) creating a unique
environment system.

For more information, you can click this link. http://www.sgse.eu/plugins-de-integracion-en-

milestone/



http://www.sgse.eu/integracion-de-las-centrales-de-intrusion-galaxy-en-milestone/
http://www.sgse.eu/plugins-de-integracion-en-milestone/
http://www.sgse.eu/plugins-de-integracion-en-milestone/
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3. Architecture

The Plugin and the PROBE panel communicate using the Third-Party Protocol. The Plugin is
able to send status to the PROBE, i.e.: enable, disable, etc. And it listens for the PROBE events,
for instance: faults, alarms, etc. When an event is triggered, the Plugin informs it to Milestone.
Then, due the done configuration, Milestone triggers an alarm and also remarks the source
item of the event in a map.

i\ 8

Due to this architecture configuration, the probe can be connected to Ethernet with the
possibility to power over ethernet in this case installation cost is very low
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4. Installation

Probe Installation (Serial to Ethernet Communications)

DHCP protocol is activated by the factory default settings, so that in network environments
dynamic IP assignment is sufficient for connecting the device to the network. The following
parameters can be assigned using DHCP:

e [P address

¢ Subnet mask

¢ Gateway address
¢ DNS-Server

Manual activation of DHCP

To prevent unintended address assignments or address changes, DHCP protocol is
automatically deactivated when using all other methods for assigning the IP parameters. The
following methods are then available for later activation of DHCP.

¢ Management-Tool WuTility

Select the desired device from the device list and click on the IP Address button. In the
following dialog check the option DHCP and then click on Next.

¢ WBM configuration
In the menu branch Basic settings r Network r TCP/IP Settings you can activate DHCP protocol.

A set static IP address is deleted after DHCP is activated and the associated automatic reset. The device
automatically sets this to 0.0.0.0 and starts sending DHCP requests.

Assigning the IP using the ARP command

Requirements This method can only be used if the device does not already have an IP address,
i.e. the entry is 0.0.0.0. To change an IP address, use one of the other methods described in
this section or use the configuration menu over web based management. If the device has any
other value, this access is disabled.

When the factory setting is in effect as well as after a manual changeover from static to DHCP,
the method for assigning the IP described in this section functions only after a delay of approx.
2 minutes after a reset or after power-up.

This method does not work across networks, e.g. through routers. This means the PC and
device used for assigning must be connected to the same physical network segment. Only IP
addresses whose Net-ID is identical to that of the assigning computer can be assigned.

To avoid unintended changes to the IP address, the DHCP client of the Com-Server is automatically
deactivated when configuring using a static ARP entry
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Step 1
Read off the Ethernet address of the device from the sticker on the side of the housing.

58xxx [Typ] EN=00c03d004a05 OK xxxxxx Ethernet address

Insert a static entry into the ARP table of the computer using the following command line: arp -
s [IP address] [Etherenet address]

E.g. under Windows:

arp -s 172.16.231.10 00-C0-3D-00-12-FF
E.g under UNIX/Linux:

arp -s172.16.231.10 00:C0:3D:00:12:FF 25

The IP addresses must be without leading zeros in all Windows environments. Otherwise the entry is
incorrectly interpreted by the system and an incorrect IP address is assigned to the device. In Windows
Vista and newer the prompt cmd.exe necessary for invoking the ARP command must be started using
Administrator rights.

Step 2
Use the following command line to ping the device with the desired IP address:

ping 10.40.21.12

<7 C:\WINDOWS\system32\cmd. exe -

C:\Documents and Settings\tclarp —s 10.40.21.12 86-cB-3d-af-fe—-01
:\Documents and Settings\tc arp —a

Interface: 10.40.21.3 Bx2
Internet Address Physical Address Type
10.48.21 .12 AB-cB-3d-af-fe-01 static

C:\Documents and Settings\tc’>ping 18.40.21 .12

Pinging 10.40.21.12 with 32 bytes of data:

eply from 10.48.21.12: bytes=32 time=137ms TTL=64
2

Reply from 10.40.21.12: hyte 2 time<{ins TTL=64
eply from 10.48.21.12: hyte 2 time=1ms TTL=64
eply from 10.48.21.12: bytes=32 time=1ms TTL=64

Ping statistics for 10.49.21.12:

Packe Sent = 4, Received = 4, Lo = @ <(Bz loss).
Approximate round trip times in milli sconds :

Mininum = Bms, Maximum = 137ms,. A rage = 34ms

IC:\Documents and Settings\tc)_

The device takes the IP address of the first network packet sent to it as its own and saves it in
non-volatile memory. The ping requests of the PC are then replied.

It is not possible to configure the subnet mask and gateway address using a static ARP entry.
These need to be set in a separate Telnet configuration session (see section Basic
Configuration of the device).
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Ethernet interface The Web-Thermometer incorporates an IEEE 802.3-compatible network
interface.

Configuration Using Web-Based Management

The remaining configuration is done using the web page of the device. To open this, enter the
assigned IP address in the address line of your web browser:

http:// <IpAddress>

Home

/"Ag Home x 4
C O 10402317 b
PWET st
[ www.wotde |
Web-10 .
Web-Thermo-Hygrobarometes . . Wednesday, 2017-02-08
p32213 - *  09:12:47 am
JHome i ®  Timezone: UTC +01
3:*?9:" . s  Synchronization off
y
gDe'vlce informaticn i
Dtogn Temparatur rol, Fauchte
-—
33,2%
22,3°C
, Luftdruck
$88,4hPa
Welcome

You are located on the home page of the device.
This page is always called after you have entered the address of the device in the address line of your browser.

You can upload your own homepages,
To configure these and other parameters a login Is required.

The davice dfferentiates between the two users, "Operator” and “Adm " each with dff: configuration rights.

At the beginning no password is set in the device. To configure the device, select the menu item “Login®,

1f no p have been assigned, you will be logged In automatically as “Administrator” without the input of a password.




@ m Probe Monitor plugin - User guide

Soluciones Globales de Seguridad Electronica

Log in

WEBIO-07255D >= Login

Login
Login F 3
User:
» Administrator
User
Password:

Login

The Login dialog gives you access to the device configuration. The device differentiates
between an administrator and a standard user with different access rights. As shipped the
device has no password configured. Select the administrator or user and click on “Login“. The
menu tree with all the configuration parameters is now shown. To get additional information
about the respective configuration parameter, click on the Info button on the right border of
the corresponding parameter.

Basic Settings

This configuration area is where you make all the settings needed for the various operating
modes.

WEBIO-078349 >> Basic-Settings

Basic-Settings
Here you are able to set the basic configuration.

Network Set the network basic parameters here.

Password You may optionally set password protection for access to the configuration. You
can set a password for an administrator user and for a standard user. The
standard user has no access right to device system settings such as changing
network parameters, etc.

Network

Here is where you set the network basic parameters. You can choose between automatic
address assignment per DHCP or manual configuration of the parameters. If you wish to
configure communication parameters with names instead of IP addresses in the further
configuration, you can configure additional DNS servers here in addition to any DNS server
which is assigned via DHCP.
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HTTP or HTTPS

The default HTTP configuration for browser access is port 80. To change access to HTTPS or
change the port, select Basic-Settings » Network in the navigation tree, and then select 36
WA&T Protocol in Access for web services. All other settings relating to the display in the
browser can be made under web pages. Setting the system ports and maintenance accesses
The ports activated here facilitate maintenance and configuration. To meet specific security
requirements, the ports could be disabled.

Password

Set up optional password protection for access to the configuration. You can set a password
for an administrator-user and for an operator-user. The operator-user has no access rights to
system settings for the device, such as changing network parameters etc.

If you assign an administrator password, it must be stored for IP address changes via WuTility or
firmware updates

C

Plugin installation

To install the plugin, simply execute with administrator rights the installer "SGSE-
XOLogic_Installer.msi" provided by SGSE. The process is automatic. Throughout the different
screens of the installer, we will only have to accept the End User License Agreement, a
mandatory condition to be able to use the plugin.

17 SGSE ProbeMonitor - x

Welcome 1o the SGSE ProbeMonitor Se’rup‘fﬁ"izé'r.dm

The ingtaller will guide vau through the steps required toingtall SGSE Probebd onitor an paur
computer.

WARMIMG: Thiz computer program is protected by coperight law and international treaties.
IInautharized duplication ar distribution of this pragram, or any partion of it, may result in severe civi
ar criminal penalties, and will be prozecuted to the magimunn extent pozsible under the law.

¢ Back Cancel

Click “Next >” to start the installation process.
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15 SGSE ProbeMonitor - X

License Agreement A

Please take a moment to read the license agreement now. |f you accept the terms below, click "l
Agree"”, then "Mest". Otherwize click '"Cancel”.

End-User License Agreement (EULA) of Probe Plugin *

This End-User License Agreement ("EULA") is a legal agreement between you
the "User") and Soluciones Globales de Seguridad Electranica [SGSE).

This EULA agreement governs your acquisition and use of our Probe Monitor
Plugin software ["Software") directly from Solucicones Globales de Seguridad
Electronica (SGSE) or indirectly through a Soluciones Globales de Seguridad

(®) | Do Mot Agree (| Agree

M et = Cancel

You will have to read and accept the End User License Agreement in order to proceed with
installation.

10
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15 SGSE ProbeMonitor - X

Confirm Installation YAy | m

The ingtaller iz ready to install SGSE Probetdonitar on your computer.

Click "Mext" to start the installation.

< Back Cancel

Click “Next >” to proceed and install the plugin files.

75 SGSE ProbeMonitor — e

Installing SGSE ProbeMonitor A m

SGSE ProbeMonitor is being installed.

Pleaze vait

If Windows User Account Control is enabled, you may have to allow the installer to go ahead
with installation.

11
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17 SGSE ProbeMonitor - x

Installation Complete YAV m.

SGSE Probetonitor haz been successfully installed.

Click "Cloze' to exit.

Fleaze use Windows Update to check for any critical updates to the MET Framework.

¢ Back Cancel

Once the process is finished, we can click “Close”. The plugin is already installed!

Plugin License process Getting a UID

The plugin needs a license to run. Each panel must be licensed. These licenses are
generated by SGSE. The procedure to obtain the license file corresponding to the acquired
license is described below.

In order to generate the license, you must provide the corresponding UID. This UID is
an unique identifier to which the license is in bound.

To get this code, you have to run XProtect® Management Client after installing the plugin, and
go to the corresponding menu item.

In that screen, when the plugin is not licensed, you will see the corresponding UID.

Configurator user has to provide it to SGSE and we will provide the license.

12
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Q Milestone XProtect Management Client 2021 R1

File View Action Maintenance Tools Help

HY o=

Site Navigation ~ 1
=@ JCR-(21.1b)

Bm Basics

E E License Information

Site Information

=5 D Servers

- @ Recording Servers

? Devices

0 Cameras

- @ Microphones

e Speakers

- Metadata

e Input

() Output

=03 Client ]
B3 View Groups Soluciones Globales de Seguridad Electronica
£ Smart Client Profiles
Matrix

@ milestone | XProtect®

License infarmation

This plugin allows Milestone logicto be incorporated into the communication devices of the WuT® family,
receiving the detectors signals and allowing interaction with the digital devices presentin WuT probes A

= Ei Rules and Events security system that allows us to provide our facilities a high level of protection requires, at least, two
Rules essential components. To be able to detect possible intrusion attempts responding property to them and
@) Time Profiles provide images that support and allows us to menitor and have graphics proofs of anomalous situations

that occurs on an icons drawing plane
[ Notification Profiles el

R User-defined Events Therefore, the provision of a fire detection system and a CCTV system is basic when it comes to protecting

¥ Analytics Events our facilities
Generic Events . e . .
5 e Security Thanks to the integration into Milestone of the Probe devices of WuT, developed by the SGSE R+D
: department, it is now pessible to monitor and control both systems from a single graphical user interface,
% Roles fully integrated into a single software solution
R Basic Users
=@ System Dashboard UID License
D Current Tasks
m Configuration Reports Please provide the following UID to SGSE in order to have your license generated
{3 Server Logs !IUXXG—VEAEG—INIFBRC
Rﬁ Access Control
£HEL, Transact Copy to clipboard

E]l Transaction sources
Transaction definitions
<8 Marms
=+ MIF Flug-ins

o [

(- Frobes

Once the license is installed, the Plugin will be available:

4 Milestone XProtect Management Client 2021 R1
File View Action Maintenance Tools Help
HY oen

Site Navigation - B
g JCR-(2118)

{11 Basics

| License Information

Site Informaticn

4 milestone | XProtect®

0 servers
-] Recording Servers
?E‘?”'m License information
Cameras Activated: True
& Microphones Temporal license: False
0 Speakers NumberOfProbeskey: 6
B Metadata valid days: 0
o Input Created date time: 12/11/2021 13.01:48
) Output
L3 Client X L
£ View Groups Soluciones Globales de Seguridad Electronica
Smftc"em Frofiles This plugin allows Milestone logicto be incorporated into the communication devices of the WuT® family,
gl Matrixc receiving the detectors signals and allowing interaction with the digital devices presentin WuT probes.A
G Rules and Events security system that allows us to provide our facilities a high level of protection requires, at least, two
Rules essential components. To be able to detect possible intrusion attempts responding property te them and
@ Time Profiles provide images that support and allows us to monitor and have graphics proofs of anomalous situations
-] Notification Prafiles that eccurs on an icons drawing plane
~§ User-defined Events Therefore, the provision of a fire detection system and a CCTV system is basic when it comes to protecting
T Analytics Events our faciliies:
Generic Events
E@ Security Thanks to the integration into Milestone of the Probe devices of WuT, developed by the SGSE R+D
K department, it is now possible to monitor and control both systems from a single graphical user interface,
T Roles fully integrated into a single software solution.
-5 Basic Users
@ System Dashboard

[] Current Tasks
[¥ Configuration Reports
3 Server Logs
Bk Access Control
Transact
[]] Transaction sources
Transaction definitions
& Alarms
B+ MIP Plug-ins
EET Fiobe
A Probes

13
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5. Configuration

The plugin has been designed to simplify as much as possible its configuration process,
so that the start-up is as simple as possible for the installer.

If the plugin and the license were successfully installed, configurator user should be
able to create a PROBE item. Configurator user has to configure.

Set up a PROBE
To set up a PROBE in Milestone, the procedure is extremely simple.
Select Add new

@ Milestone XProtect Management Client 2021 R1

File View Action Maintenance Tools Help

H9 o@ef
Site Navigation R |Pm|m -1 IF’robeInfcrmi
E- g2 JCR-(21.1b) N EE )
EH{]] Basics Expand
E License Infermation | Add New ... CTRL+M
Site Infermation
g Ews & Refresh F5

7 Recording Servers I

After click “Add new” write the assign a name to the PROBE Panel and click OK (Submit).

@
File View Action Maintenance Tools Help

H'9 e
Site Navigation ~ 1 X IPrubE.s -1 IF’mbeInfurmaliun
=g JCR-(21.1b) Py XY Probes | |

S0 Basit g prope X
=

&)
O e
G

=30 Devi
=

&
a

Cancel

L L] L

You just have to assign a name to the panel, to identify it in the system, and configure the
needed parameters to establish the connection between plugin and panel over Ethernet:

Screen is divided in three different parts:

- Connection parameters of Probe .

- Sensors values for create actions in the platforms; two indicators value Low and
High are the target to evaluated, when this values are over taken platform execute
the actions and or alarms programmed.

- View Screen;

14
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Probes ~ [ Probe Information
-4} Probes
A ProbeSGSE

Loace

Probe Name: ProbeSGSE ]

P [121682213 ] Port [0 ]
User: [ | Password | ]
[ Enabled

Temperature  Pressure  Humidty

@ High [ 250 f¢] © Low [ 120 £

O web

Q 28108Alcobendas (Madrid) R (+34)910564396 %% info@sgseeu in M ] .

INICIO  PLUGINS MILESTONE ~ CONTROL DE ACCESOS ~ NODECOM ~ SOLUCIONES ~ FLIR™

Y ————————
\ <] / m
N FABRICANTES ~ CONTACTO  TIENDA

PLUGINS MILESTONE

Desarrollamos los plugins de integracion en Milestone que necesitas. Echa un vistazo a algunos de nuestros desarrollos alrededor de
Milestone.

Language : |E Enalish o

Probe Name: | ProbeSGSE |

IP: 1921682213 | Por: |80 |
User : | | Passward | |
[ ] Enabled

e Language: change the labels of the parameters to the language selected.

et lerrstcn
Longuoga
E B,
F Frencn
L Dutch
robe e [N Dk
PL Poteh
" 7 Caech
5 Span
Gomr
e
[ Enabled
Tempemre
@ .
[ web

e Name of the PROBE panel; You can write or you can read from the Probe when all
parameters are fill in and the communications with the Probe is active/correct.

e Listening port; see step “Configure the primary IP for alarm report” in the
“Ethernet module” section

15




@ m Probe Monitor plugin - User guide

Soluciones Globales de Seguridad Electronica

e |P address assigned to the PROBE panel; see step “Configure the PROBE panel IP
address” in the “Ethernet module” section.

e Client port; see step “Enable the PROBE panel control” in the “Ethernet module”
section.

e Listening port; see step “Configure the primary IP for alarm report” in the
“Ethernet module” section.

e Client port; see step “Enable the SIA control” in the “Ethernet module” section.

e Password; this is for protocol communication.

e User; this s for protocol communication.

e Enable; Active o de-active the communication. If you click “enabled button” and
the communication with the probe is ok a new check box is showed in the plugin
offering the possibility of capture the name of the probe, the name probe has in
its memory.

Language : E English \/

Probe Name:  [ProbeSGSE

I

IP: 1921682213 Port:

Language E English w

User :

Probe Name: [ProbeSGSE

2 1
P 192.1682.213 Port R

Enabled [ Probe name
Probe Name: ‘WEE\O—DEEBEE

IP 1521682213 Por

Enabled Probe name

[ Enabled

Now is turn to stablish the control levels high and Low in the respective sensors of temperature,
pressure and humidity. Check the levels and select the correct one you consider best suited to
your needs.

Temperature  Pressure Humidity Temperature Pressure Humidity Temperature  Pressure  Humidity

@ Hgh = 250 Low | 120 £ High |1050,0 | e Low |1003.0 |3 High | 80.0 |2 Low | 100 [

16
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In the last part of this screen you can see a check button “Web” that permit you connect with
the probe if all parameters are ok (ip, port,...).
[ web

Q 28108 Alcobendas (Madrid) S (+34)910564396 g info@sgseeu lin J £)

pa SRvay INICIO PLUGINS MILESTONE CONTROL DE ACCESOS NODECOM ~ SOLUCIONES ~ FLIR™

X —_——
\ < ‘ m
= FABRICANTES CONTACTO  TIENDA

PLUGINS MILESTONE

amos los plugins de integracion en Milestone que necesitas. Echa un vistazo a algunos de nuest

esarrollos alrededor de °

In the last part of this screen you can see a check button that permit you connect with the probe
if all parameters are ok (ip, port,...). When you click the screen change and show you the probe,
from this moment, you can parametrizes the probe, changing all valuers, parameters, names
and so on from our plugin.

Web
W&T WEBIC-096BB9 >> Home
| www.wut.ds |
Web-10 .
Web-Thermo-Hygrobarometer . b Monday, 2021-11-22
=57713 . \ ®  10:54:40 am
i JH})mel ) ¢ ®  Timezone: UTC +01
[ visualization . e  Synchronization off
[) TestSonda . -~
[ Dev.ice information .
~ D Login Temperatura Humedad
—
62,1%
20,0°C
, Presion
994,8hPa
Welcome
After saving changes, the plugin will try to connect automatically with the PROBE and,

if everything is properlv_ronfigured, it will import the PROBE sensors state of each element
(temperature, pressure « aumidity).

The plugin will automatically create in Milestone the items corresponding to sensors of the
PROBE . These items will be accessible from the interface of Management Client.

17
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3'&_ MIP Plug-ins

@ Temeperature
Humidity

5.1.1. Milestone alarms

After installation, configurator user will see a new set of events in Milestone. It is a list
of all events that can be triggered from the PROBE panel. Due this flexibility, configurator user
can configure an alarm for each event he wants to have an alarm.

Q Milestone XProtect Management Client 2021 R1

File View Action Maintenance Tools Help

Ho|loen
Site Navigation « @& X |[Alarm Definitions -
(= ¥ JCR- (21.1b) » |l =& Alarm Definitions

EH{I] Basics . ® Alarm Definition

- & Alarm Event Active Out

& License Information
& Alarm Event Delctive Out

~[f] Site Information
= [ Servers
) Recording Servers
£ ¥ Devices

o Cameras
=@ Microphones

@ Speakers
~"QP Metadata
~afe Input

\:- Output
=3 Client

B3 View Groups
~f Smart Client Frofiles
 Matrix

ules and Events

Rules
@ Time Profiles
[ Netification Profiles
- User-defined Events
# Analytics Events
-y Generic Events
@ Security
f\ Roles
- 8 Basic Users
= @ System Dashboard
~[] Current Tasks
~® Configuration Reports
h_-'q Server Logs
- [Be Access Control
@ Transact
E]] Transaction sources
~[E| Transaction definitions
=2 Marms
4 Marm Defiitions
ﬂ Alarm Data Settings
£ Sound Settings
= JF MIP Plug-ins
[=)-86% Probe
B4} Probes
@ Pressure

Alarm Definition Information
Aam definition
Enable

Name

Instructions:

Trigger

Triggering event

Sources:
Activation period
@) Time profile:

() Event based

Map

Alarm manager view

Related map:

Operator action required
Time limit:

Events triggered

Other

Related cameras:

Initial alam owner:

Initial alam priority:
Alam category:

Events trigaered by alam:

Alam assignabls to Adminisirators

|SGSE - Probe monitar

S5GSE_Probe

Pressure_Fautt

Humidity_Fauft
Humidity_High
Humidity_Low
Humidity Nomal

Pressure_High
Pressure_Low
Pressure_Nomal
Temperature_Fault
Temperature_High
Temperature_Low

Temperature_Hormal

1 minute

1: High

18
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5.1.2. Milestone rules
Also, configurator user can use these events to trigger specific rules:

L2
File View Action Maintenance Tools Help
B9 @en
Site Navigation
@ JCR-Z116)
[ Besics
0 License Ikormalion
St nkoemation
ol= _— S e

) Recerding Servers Description:

Inmmnm -

Manage Rule - o x

P Micophanes. Step 1: Type ofrule

al
0 Oust O Pertorm =n action on a <recuring ime>

B View Groups
2 Smart Client Profles
Matrix.

& [@ Rules snd Events

Teme Profles
£ Notification Profies
| User-defined Events
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5.1.3. Milestone Smart Client

The plugin also allows us to retrieve the type of sensor parameterized in the monitor probe, so
that the icon that is shown in the Map, which gives us the clearest interpretation of the probe
installation.

AS follow you can see the different icons:

. Humidity

. Pressure

o Probe

. Temperature

If items were created correctly, configurator user will be able to drag and drop the items
(temperature sensor, humidity sensor, pressure sensor, ... ) in a map into the Milestone Smart
Client:

#= Milestone XProtect Smart Client

Playback Search Alarm Manager

XProtect € | NewView(1x1)

Element Selector

Default group Enter filter

» Operators 4 I Probe
- Private 4 -5 5GSE-Probe

- SGSE-Probe © Pressure

Mew View (1x 1)

Nueva vista (1 + 2)

# Temperature

& Humidity

Shortcut:

Creating a visual scenario to control the operations of PROBE Panel.
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@ Milestone XProtect Smart Client
Playback Search Alarm Manager

< | SGSE-Probe

/s A @ notifiermap1

. ar
' SGSE-Probe @
4 Event ! Y =
¢ MIP Plug-ins " 5 © A8 & Temperature
\ f- NG R, 'vv ressure
robe i i

Humidity

SGSE-Probe

& notifiermap1

If an alarm is triggered, operator user will see that the source item of the alarm is marked with
a blinky red circle:

Playback Search Alarm Manager
XProtect GSE-Probe

E Views PN @ < @ notifiermap’

WM Cameras

» IR

4 Event

¥ MIP Plug-ins

995,4 hPa
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When the communication between Milestone and Probe fault, sensors and probe show the
status fault.

# Milestone XProtect Smart Client
Playback Search Alarm Manager

XProtect €  SGSE-Probe

Views #& < ~ @ notifiermap1

Default group
4 Operators
4 Private

- SGSE-Probe

EN SGSE-Probe

B« Cameras A

» ICR

% Event

#  MIP Plug-ins
Probe Side panel

Maximize Viewltem

Restore Viewltem
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6. Troubleshooting

e The PROBE doesn’t receive commands or it doesn’t send events
Check the network configuration.
To confirm that the problem could be the network, connect the PROBE directly to the
PC where the Milestone Event Server is running (the cables of the UTP-5 cable have to
be crossed).

e Map in Milestone Smart Client shows crosses instead of the right icon
Delete the icon and add it again. This happens when an item in the Milestone
Management Client is deleted and created again.

e There are no alarms
Check in the Milestone Management Client that the alarm is related to the right event.

e There are no events neither alarms
Check that configurator user exited correctly from the engineer mode. Configurator
user can also reset from the keypad (menu 51.17.1.1) or can for the reset unplugging
power and battery.
Restart the Milestone Event Server and check the network.

e Name of the Monitor probe (plugin) no change when i used the check box “Probe
Name”

Check the Ip, port, user, password and the communications between probe and
Milestone.
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