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1. Document versions

Version | Date Author | Version description
1.0 09/2023 JAFUNES | First document version
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2. Introduction

Galaxy Monitor is an application that enables seamless integration of Galaxy intrusion panels, in
any of their models, as part of the Avigilon Unity platform. This integration allows the
establishment of connections between alarms generated in Avigilon and events triggered by
Galaxy intrusion panels.

Moreover, the Galaxy Monitor is interactive, facilitating the execution of actions on partitions,
zones, and outputs configured in different Galaxy panels through a synoptic panel. This panel
also aids in real-time monitoring of the panel status. The solution is complemented by a web
service that allows graphical representation of various integrated devices on one or multiple
floor plans, along with their statuses, enabling user interaction with them.

Configuraciény conexion. _—
Envio de acciones "o
/

Paneles GALAXY

Serviciode ~ *——
planimetria
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Servicio SGSE
Avigilon Integrations i "
N

| M

T
Configuraciony conexion.
Recogidade alarmas.
Trigger de alarmas.

Almacenamiento de datos

A

>
Crear/Modificar/Borrar Datos de conexion,
relacionesy sindptico

Entorno WEB

ACC
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3. Requirements

The following outlines the resources required for the application.

Resources Description

License License per Panel and Number of Elements
CPU Minimum i3 1 Core or similiar

Operation system Minimum Windows 10

Storage Minimum 300MB

RAM Minimum 8Gb

ACC Version ACC7 or higher

saQL SQL 2019 or higher
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4. Arquitecture

The application is presented in two distinct environments:

e Avigilon integrations service.

This is the primary integration application that stores all registered data, initializes
communications with alarm panels, connects with ACC, and manages the relationships between
ACC alarms and panel events. It triggers these alarms, allowing them to be managed from the

ACC client.

& Services - o x
File Action View Help
= EEG= HE >mnn
<, Senvices (Local) | [72 Services (Local)
SGSE Avigilon integrations Name - Description  Ststus  StartupType  LogOnAs A
{G4,RPC Endpoint Mapper ResolvesRP.. Running Automatic  NetworkS.
stop the senvice & Secondary L Ensbles st Manual Local Syst
e e € Secondary Logon nables star.. anual ocal Syste.
h— Gl Secure Socket Tunneling Protocol Senvice Provides su.. Manual Local Service
G Security Accounts Manager Thestartup .. Running  Automatic Local Syste...
Description: G Security Center The WSCSV.. Running  Automatic (.. Local Senvice
SGSE - Integration senvice for .y
“AiglonACE and dverse slorm € Sensor Data Senvice Delivers dat... Manual (Trig...  Local Syste..
panels, making relations between (G Sensor Monitoring Service Monitors va.. Manual (Trig... ~ Local Service
events in alarm panclsand defined ) Sensor Senvice Asenvice fo Manual (Trig...  Local Syste.
alarms in Avigion ACC &) Server Supports fil. Manual Local Syste.
Gl Servicio de Google Update (gupdate) Mantiene a... Automatic (... Local Syste.
G servicio de Google Update (gupdatem) Mantiene a... Manual Logal Syste...
@ de usuario de notificaciones de insercién de Windows_66bbb This senvice .. Manual Local Syst
vigilon integrations SGSE - Integ... Running Manual .
\ Fxtended { Standard

e Web-based Management Application:

This web application serves as a management interface between intrusion panels and the ACC
platform. It facilitates the creation, modification, updating, and deletion of relationships

between panel events and ACC alarms.

Ver status

Gestion usuarios  Cerrar sesion

Integraciones Avigilon

Gestion Avigilon ACC Gestion Paneles de alarma Galaxy

Nombre Avigilon local
Direccion IP 127001 B Galaxy panel 1

Puerto 1886 Zones

Outputs
Puerto WEP >
Usuario ACC
Relaciones de alarmas
Contrasefia ACC
egrstrar A Panel Galaxy Tipo de evento Zonas o grupos Eventos SIA Alarma Avigilon
Conexién con Avigilon. Successfu Galaxy panel 1 Grupos AT Dir Prohibida

© 2023 - Avigilon integrations

The web management application will not function if the Avigilon Integrations service is not
active. It is essential to always check that the service is running and operational to ensure that

the web management application can display all the information.
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e Floor Plan Service

The solution's architecture is depicted in the following diagram.

API de integracion
Integracion 1

. Integracion 2
Servicio de

planimetria

Integracion 3

i

Interfaz de usuario

On one hand, the web service exposes an integration API used to transmit data about devices
intended for integration to the floor plan service. On the other hand, it provides a user interface
through which floor plans can be created, and devices registered via the integration API can be
represented.
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5. Installation

Installation of SGSE Avigilon Integration Service

Before initiating the installation, it is imperative to have the following software installed on
your system:

e Internet Information Services (l1S)

Plan an ASP.NET Website on IIS | Microsoft Learn

e SQL Server 2018 (or later)

SQL Server Downloads | Microsoft

e SQL Server Management Studio (2018 or later)

Download SQL Server Management Studio (SSMS) - SQL Server Management Studio (SSMS) |
Microsoft Learn

Once both software packages are installed, we can proceed with the service installation.
Follow these steps:

Run the installation MSi file.

P
T
I
]
'
T
Y
=]
3

*

Este es el Asistente para instalacion de SGSE
Axigilon Integration <12 m

Elinstalador le guiara a través de los pasos necesarioz para instalar SG5E Awigilon Integration en el
equipo.

Advertencia: este programa esta protegido par las leyes de derechos de autor v atros tratados
internacionalez. La reproduccidn o distibucion ilicitas de este programa, o de cualquier parte del
rmizmo, extd penada por la ley con severas sanciones civiles v penales, v zeré objeto de todas las
acciones judiciales que corespandan.

< Alras Cancelar



https://learn.microsoft.com/es-es/iis/application-frameworks/scenario-build-an-aspnet-website-on-iis/plan-an-asp-net-website-on-iis
https://www.microsoft.com/en-us/sql-server/sql-server-downloads
https://learn.microsoft.com/en-us/sql/ssms/download-sql-server-management-studio-ssms?view=sql-server-ver16
https://learn.microsoft.com/en-us/sql/ssms/download-sql-server-management-studio-ssms?view=sql-server-ver16
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Choose the installation path for the database tables by entering the database connection
string where everything will be installed:

Database configuration A m

Enter database configuration

M 5GSE Avigilon Integration -

Master connection string [this will be used to create database and user far the service]:

Server=localhostIntegrated secunity=55P1;database=master

< Alrds Cancelar

We conclude by confirming the installation. Once completed, the service will appear in the
Windows services. You can access them by pressing "Windows + R" keys and running the
command "services.msc", or by searching for the "Services" application in the "Start" menu.

% Services — a X
File Action View Help
@% [0 EGE Em > mun

< senvices (Local) | < senvices (Local)
SGSE Avigilon integrations Name Description  Status  Startup Type  LogOnAs  *
conth {€}RPC Endpoint Mapper Resolves RP.. Running  Automatic  Network S..
top the service &
e e &}, Secondary Logon Enables star... Manual Local Syste..
0 {6} Secure Sacket Tunneling Protocal Senvice Provides su... Manual Local Service
) &} Security Accounts Manager Thestartup .. Running  Automatic  Local Syste.
Description: € Security Center The WSCSV... Running  Automatic (D... Local Senvice
SGSE - Integration service for &), Sensor Dats Service Delivers dat. Manual (Trig... Local Syste.
AvigilonACC and diverse alarm el . 9~ 4
panels, making relations between £} Sensor Monitoring Sevice Monitors va. Manual (Trig... Lecal Service
events in alarm panels and defined (G}, Sensor Service Aservicefo.. Manual (Trig.. Local Syste..
alarms in Avigion ACC ChServer Supports fil.. Manual Local Syste...
&} Senvicio de Google Update (gupdate) Mantiene a.. Automatic (D, Local Syste..
& Senvicio de Google Update (qupdatem) Mentiene . Manual Local Syste.
niicio de usuario de notificaciones de insercion de Windows_66bbb This service . Manual Local Syste.
e SGSE Avigilon integrations SGSE - Integ... Running  Manual Local Syste... |
Futended { Standard

In addition to creating the service, the installer generates a new database and an application in
Internet Information Services (l1S), both of which are essential for the proper functioning of the
integration. You can verify the creation of both in the following programs:

SQL Server Management Studio (Sql Database Management Tool):
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Access the configured server using SQL Server Management Studio as set up during the
installation. After logging in, you will observe that the SGSE_Avigilon_Integrations database
has been successfully created in the "Databases" section.

Object Explorer
Connect~ * x* 0 e

o @ oeskrol oL server 150200 - pescro- (D

= Databases
Systemn Databases

v 0 X

[E=]

Database Snapshots

SGSE_Awvigilon_Integrations

[E=]

BHEHBHEHE

BB

Lol o) o of of of of i) i

[E=]

Security
Server Objects
Replication
PolyBase
Management
{¥] XEvent Profiler

BHEBBEREBHE

Internet Information Services:

Open Internet Information Services (lIS) and verify that the web application has been
created. Under the "Sites" section, you should locate the application named "SGSE Avigilon
Integrations." In the left section (Browse Website), you can confirm that the service is
running on port 8765.

€5 Interet Information Services (IS) Manager - o X
< @ » HDVA3-HRLSRCKIU » Sites » SGSE Avigilon Integrations » @ty @~
File View Help
0 SGSE Avigilon Integrations Home
L& -] | — .
&5 HDVA3-HRLSRCKIU (HDVA3-HRLSRCKIU\SGSE) e - .Gk Show Al | Grovp i) Aren =
2 Application Pools
M= ASP.NET x I
& Default Web Site =n P e (* = [ q 2 = gﬁ
\J i [l < v, E = /
€ SGSE Avigilon Integrations 8 Z ot ) "~ =V 3 =] Ll
NET NET NET Error NET  NETProfile .NETRoles .NETTrust .NETUsers Application Connection Machine Key
Authorizat.. Compilation  Pages  Globalization Levels Settings Strings
= ‘ [al
= 3 g9> H=]
Pagesand  Providers Session State SMTP E-mail
Controls
s ~
o ] p Iy 3 = -
2 ¢ 9 @ 2 & € ¢ 8
ASP  Authentic.. Compression Default  Directory ErrorPages  Handler HTTP  ISAPIFilters Logging  MIME Types
Document  Browsing Mappings  Respon...
o 3is o= a
A = & 8§
Modules ~ Output  Request  SSL Settings
Caching Filtering

[ FeturesView] - Content View

Ready
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To test the newly created site, browse the website from IIS. If everything is functioning
correctly, you should see the login page of the application in your default web browser.

Iniciar sesidn
Nombre de
usuario

aviciLon

[T ¢ Recordar cuenta?

La licencia no es valida para este equipo.
Proporcione el siguiente UID a SGSE para que se genere su licencia

1SLYO071-166Q8VB-11COZD5-1WGMK53

The application will only operate with a valid license generated by SGSE. Users must
provide SGSE with the code displayed on the screen, referred to as "UID." SGSE will then
provide the necessary license for activation.

&« C @ localhost:8765/Account/Login?ReturnUrl=%2F 2 % 0O a

Iniciar sesion

Nombre de

. SGSE
aviGiLon

[J ¢ Recordar cuenta?

Iniciar sesion

© 2023 - Avigilon integrations
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Upon receiving the license, it is necessary to include it in the folder "C:\Program Files
\SGSE\SGSE Avigilon Integration" or in the chosen directory if its default location has been

changed.
Program Files » SGSE » SGSE Avigilon Integration v O Search SGSE Avigilc
Name Date modified Type Size
[ Avigilonintrusion 22/11/20 Application 45KB
_1 AvigilonIntegrations.DataAccess.dll 22/11/ Application extens... 4167 KB
|%] SGSE.Galaxy.Communication.dll 22/11/ 2 Application extens... 86 KB
4] AvigilonManager.dll 22/11/20 Application extens... 17KB
| | Licencialic 21/11/20 LIC File 2KB
/%] SGSE.Avigilonintegrations.MapsCommunication.dI| 21711/ Application extens... 33KB
%] SGSE.License.Avigilonintrusion.dll 20/11/2 Application extens... 9KB

After completing the aforementioned steps, it is necessary to restart the service to ensure
that the license reading takes effect and the service operates with the updated licensing
information.

Installation of Floor Plan Service

To install the service, simply run the installer "SGSE Maps Service Installer.msi" with
administrator permissions, as provided by SGSE. The process is automatic. Through the
various screens of the installer, you will need to accept the End User License Agreement,
which is a mandatory condition for using the plugin. Additionally, specify the connection
string to a SQL Server database server, which will be used for creating a database and a user.
Let's review the different screens that will appear during the installation process of the
mentioned applications.

11
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#5 SGSE Maps Service - X

Este es el Asistente para instalacion de SGSE
Maps Service < m

El in_stalador le guiard a través de los pasos necesarios para instalar SGSE Maps Service en el
equipo.

Advertencia: este programa esta protegido por las leyes de derechos de autor v otros tratados
internacionales. La reproduccion o distribucidn ilicitas de este programa, o de cualquier parte del
mismo, esta penada por la ley con severas sanciones civiles y penales, y sera objeto de todas las
acciones judiciales que correspondan.

< Alras Siguiente > Cancelar

Click "Next >" to start the installation.

12
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# SGSE Maps Service - X

Contrato de licencia AP, | m

Dedique unos instantes a leer el Contrato de licencia incluido en el programa. Si acepta las
condiciones, haga clic en "Acepto” y luego en "Siguiente’. De lo contrario, haga clic en "Cancelar".

End-User License Agreement (EULA) of "Maps" Service A

This End-User License Agreement ("EULA") is a legal agreement between you
(the "User") and Soluciones Globales de Seguridad Electronica (SGSE).

This EULA agreement governs your acquisition and use of our "Maps"
("Software") directly from Soluciones Globales de Seguridad Electronica (SGSE)

or indirectly through a Soluciones Globales de Seguridad Electronica (SGSE)

v

(O No acepto

(@ Acepto

< Atrds

Siguiente >

Cancelar

It will be necessary to read and accept the End User License Agreement to proceed with the installation.

13
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#7 SGSE Maps Service - 4

Confirmar instalacion AR m

El instalador esta listo para instalar SGSE Maps Service en el equipo.

Haaga clic en "Siguiente" para iniciar la instalacidn.

< Alras Siguiente > Cancelar

Click "Next >" to proceed.

14
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#7 SGSE Maps Service - X

Database configuration A m

Enter database configuration

Master connection string [this will be used to create database and user for the service):

Server=localhost;Integrated security=S5P|database=master

< Atrds Siguiente > Cancelar

On this screen, enter the connection string or leave the default one if applicable. Click "Next
>" to proceed with the installation of the software files.

Control de cuentas de usuario X

;Quieres permitir que esta aplicacion de un
anunciante desconocido haga cambios en el
dispositivo?

If Windows User Account Control prompts, allow the installer to continue with the installation.

15
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ﬁ SGSE Maps Service - X

Instalacién completada AT m

SGSE Maps Service se ha instalado corectamente.

Haga clic en "Cerrar"' para salir.

Utilice Windows Update para comprobar cualquier actualizacion importante de .NET Framework.

< Alras Cerrar Cancelar

Once the installation is complete, click "Close," and the service will be installed. To ensure
the proper functioning of the service, it is necessary to assign write permissions to the
directory "C:\Program Files\SGSE\SGSE Maps Service\wwwroot\img\map" for the user
"SGSEMaps AppPool."

16
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Permisos de map X

Seguridad
Nombre de objeto:  C:\Program Files\SGSE\SGSE Maps Service\

Nombres de grupos o usuarios:
2 SYSTEM A
B8 Administradores (DESKTOP-FM6EDP3\Administradores)

82 Usuarios (DESKTOP-FMBEDPS\Usuarios)

82 Trustedinstaller

& 5GSEMaps AppPool v
<

Pemisos de SGSEMaps AppPool

Pemitir
Lectura y ejecucion
Mostrar el contenido de la capeta
Lectura _EI
Escritura Y|

Permisos especiales v

17
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6. Configuration

Galaxy panel configuration has to match with the Plugin configuration, both configurations share
some parameters that must have the same values. This applies to any communication mode,
although parameters are different in each case.

6.1 Galaxy configuration

6.1.1 Ethernet module
Firstly, we will have to configure the Galaxy panel to send events to the Milestone Event Server
IP address (Primary IP for alarm report, SIA level 4), and then we will have to configure it to allow
the Milestone Event Server to connect to the panel and send commands to it (SIA Control).

The mandatory configuration steps to follow in order to configure the Galaxy panel,
when using the keypad are described below. Same configuration can be done using Galaxy’s
configuration software (FrontShell):

6.1.1.1 Enable the engineer mode

Login with the user pin (the default is 12345) and then press the enter key (“ent”)
Access to the menu 48, option 1, option 1 (menu 48.1.1) and set it to Enabled (value “1”)
Finally press the escape key (“esc”) four times until it escapes completely from the
menu. And login as engineer immediately: enter the engineer pin (the default is
112233) and then press the enter key.

6.1.1.2 Configure the Galaxy panel IP address

Login as engineer, access the menu 56.4.01.1 and then assign the IP to the Galaxy
panel. The menu options 56.4.01.3 and 56.4.01.4 allow you to assign the gateway IP
and the network mask.

6.1.1.3 Configure the SIA level

Login as engineer, access the menu 56.4.02.1.1, set the value of the SIA level to “4”.
After the enter key is pressed, the panel will request to enable or disable all the
events available in the SIA protocol. The Plugin is able to process all of them if it is
needed.

6.1.1.4 Configure the primary IP for alarm report

This is the listening IP address where the Plugin receives and process the events.
Login as engineer, access the menu 56.4.02.2.1, set the value to the IP of the
Milestone Event Server. The option 56.4.02.2.2 allows to change the port number if
needed. If it is changed, the same value has to be configurated in the Milestone
Management Client.

6.1.1.5 Account number
Login as engineer, access the menu 56.4.02.4 and assign an account number.

6.1.1.6 Enable TCP
Login as engineer, access the menu 56.4.02.8 and set the value to “1=TCP”.

18
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6.1.1.7 Enable the SIA control

This enables the Plugin to send commands to the Galaxy.

Login as engineer, access the menu 56.4.08 and set the value to the IP of the
Milestone Event Server, the port is 10005.

6.1.1.8 Encryption
Login as engineer, access the menu 56.4.09 and set all values to “0=0OFF”

6.1.1.9 Exit engineer mode

After all configuration is done, configurator user has to exit the engineer mode.
Press “esc” until keypad shows the model and then enter the engineer pin and press
the “esc” key instead of the “ent” key. It is recommended to do a full restart (unplug
power and battery).

6.1.2 Serial to Ethernet converter
If the Galaxy panel is communicating with the plugin through the RS-232 serial port using a serial
to Ethernet converter, then configuration is simpler.

6.1.2.1 Galaxy serial settings configuration
To configure the Galaxy to support event signaling and SIA control over RS232, you need to go
through the following options:

- INT RS232 mode must be set to Direct (option 56.6.1 Mode, set value 2=Direct)

- Format must be set to SIA level 4 (option 56.6.2.1)

- Setan Account Number (option 56.6.3). It can be 4 or 6 digits.

- Setthe baud rate, data bits, stop bits and parity (option 56.6.4 COMMS SET-UP).
By default, baud rate is set to 9600, but can be increased if required.

Then, you need to configure the serial parameters of the converter to match the parameters of
the Galaxy serial port, and the operating mode so that it acts as a tunnel for data in both
directions. The serial converter will act as a web server and the plugin will actively connect to it
to send messages and retrieve events.

We are showing some configurations of the verified serial converters (Lantronix UDS-1100 and
Moxa NPort 5110)

6.1.2.2.1  Lantronix UDS-1100
Access the configuration web page and establish a static IP address to the device.

Then, go to Serial Settings and set the serial parameters that match the Galaxy RS-232 port
configuration:

19
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@ Lantronix Device Server X +

€ > C A Noessegurc| 192168252/secur.. 12 % B ® B H % & @ (acwsisr 1)

Serial Settings

2 = a X

LANTRONIX'

Network

Server

Serial Tunnel
t

Disable Serial Port

Port Settings

Protocol: | RS232 B2

Baud Rate: | 9600 v Data Bits:

nnection ;
Apply Settings
Pack Control
Enable Packing
Idle Gap Time: [12 msec _ v|

Match 2 Byte Sequence: O yes @ No

Apply Defaults

Flush Mode

Flush Input Buffer
With Active Connect:

With Passive Connect

Oves @no
Oves ®No

AtTime of Disconnect: OYes @ No

av

Match gytes: 9000 | 0400 ]
(Hex)

Flow Contol
Parity: | None v | Stop Bits: | 1 v

Send Frame Immediate: ® Yes O No

Send Trailing Bytes: ® None O one O Two

Flush Output Buffer
With Active Connect:
With Passive Connect

Oves @no
Oves ®No

AtTime of Disconnect: O Yes @ No

WebManager Version: 2.0.0.12

Copyright © Lanironix Inc. 2007-2020. Al rights reserved.

Then go to Connection settings, and configure TCP Protocol, and set Passive Connection. You
have to configure in Local Port the port in which the converter will listen for connections.

@ Lantronix Device Server x -+
€ > C A Noessegurc| 192.168252/secur.. 12 ¥
UDST100 LANTRONIX
o C tion Settings &
oo Channel 1
Serial Tunnel Counect Protocol
Hostlist Protocol: | TCP v
Channel 1
Sena
Cor n
Apply Settings Connect Mode
Passive Connection: Active Connection:
Accept Incoming: Active Connect: | None v
Apply Defaults :a:;‘z"eg’ OvYes ®No Start Character: 0x 0D (in Hex)
Password: Modem Mode: | None v
Modem E: Ses Pass Show IP Address Aft -
i quw‘ﬁswgn CJYQS @NO jual CSSNNéI‘ @YBS L No

Endpoint Configuration:

Local Port {10001

) Auto increment Local Port for active connect

Remote Port |0 |
Remote Host: |0.0.0.0

Common Options:
Telnet Com Port Cnitrl: | Disable v

Use
Terminal Name: Hostist: O Yes @ No

v]

LED: | Blink v

Connect Response: [None

Disconnect Mode
On Mdm_Ctri_in Drop: O Yes ® No
Check EOT(Ct-D): O Yes ® No

WebManager Version: 2.0.0.12

Hard Disconnect @ ves O No

Inactivity Timeout |0 : |0 ](mms.sem)

Copyright ® Lantronix, Inc. 2007-2020. All rights reserved.

Then, at the plugin, you will have to select RS232_Socket as Communication module and set the

corresponding parameters.

6.1.2.2.2  Moxa NPort 5110

Access the device configuration web page and give it a static IP address.

Then go to Serial Settings > Port 1 and establish the parameters that match the Galaxy

configuration.

20
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MOXKA
‘23 Main Menu Serial Settings
{1 overview
{1 Basic Settings Port 01
{1 Network Settings Port alias Hl GALAXY
EM3 Serial Settings Serial Parameters
“(] port 1 Baud rate 9600 |
E3 Operating Settings Data bits 8w
L port 1 Stop bits [1 ~]
~{] Accessible IP Settings parity None v‘
#{ ] Auto Warning Settings
) Flow control None ~|
B Monitor = =
{1 Change FIFO (JEnable @ Disable
{1 Load Factory Default AL RS-232 Only

{1 Save/Restart

After that, go to Operating Settings > Port 1 and focus in the following parameters:

- Operation Mode: must be TCP Server Mode
- Local TCP Port: This is the port that the plugin will try to connect to.

Keep the rest or parameters with their default values, as seen in the following picture:

MO

3 Main Menu
{1 overview

{1 Basic Settings

{1 Network Settings

#{] Serial Settings

=4y Operating Settings
“J Port 1

{1 Accessible IP Settings

#{] Auto Wamning Settings

#{ ] Monitor

{1 change Password

{1 Load Factory Default

{1 save/Restart

Operating Settings

Port 01

Operation mode

TCP Server Mode v |

ITCP alive check time

7

|co - 99 min)

Inactivity time

0

(o - 65535 ms)

Max connection 1w
Ignore jammed IP No Yes
|Allow driver control No Yes
Data Packing
Packing length 0 |(0 - 1024)
Delimiter 1 0 (Hex) CJEnable
Delimiter 2 0 (Hex) [JEnable

Delimiter process

Do Nothing

V|(Processed only when Packing length is 0)

Force transmit

0

to - 65535 ms)

TCP Server Mode

Local TCP port

4001

Command port

966

6.2 Configuration of SGSE Avigilon Integration Service

Firstly, it is necessary to create an administrator user. This can only be set the first time the
service is run, and its information can be modified afterward.

Access the site created in 1IS (by default, http://localhost:8765) and click on the link "Register

as a new user."
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Iniciar sesion.

Nombre de
usuario

Contrasefia
O ;Recordar cuenta?
Iniciar sesion
Registrarse como Usuario nuevo

Create a new user by filling in the details on the form, and click the "Register" button.

Crear una cuenta nueva.
Nombre de
usuario

Contrasefia

Confirmar
contrasefia

Registrarse

With the Administrator user data set, you can access the main configuration page of the
service.
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First, you need to connect to your Avigilon Control Center by adding the connection details.

Gestién . .
Ver status Cerrar sesion
usuarios

Integraciones Avigilon

4 N
Gestion Avigilon ACC Gestion Paneles de alarma Galaxy
Nombre Afadir conexion con panel Galaxy
Direccion IP
Puerto
Puerto WEP Relaciones de alarmas
Usuario ACC Crear nueva relacion
Contrasefia
ACC
\ J

© 2023 - Avigilon integrations

We add the details and click the "Register ACC" button.

Next, we proceed to add a connection to a Galaxy panel by clicking on the "Add Galaxy Panel
Connection" link.

Gestion

Ver status Cerrar sesion
usuarios
Integraciones Avigilon
Gestién Avigilon ACC Gestién Paneles de alarma Galaxy

Nombre Afiadir conexién con panel Galaxy
Direccion IP

Puerto
Puerto WEP Relaciones de alarmas
Usuario ACC Crear nueva relacion
Contrasefia

ACC

Registrar ACC

© 2023 - Avigilon integrations
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Configure the different Galaxy panels based on the panel model and communication type.

Create
GalaxyPaﬂe\ Groups Zones Outputs
m SelectAl m SelectAl m SelectAl
oAl 01001 01001
Name ()] 01002 O 1002
Test OAs 01003 [0 1003
OA4 0 1004 0 1004
ModelCode
Oas 0 1008 01011
GD048 v
A6 (1006 01012
a7 (1007 01013
CommunicationModule Type
A8 (1008 1014
Type of communication v
101 1021
1012 1022
ProtocolPIN o o
1013 01023
1014 (1024
Create O1o15 O 1031
1016 (01032
d1017 01033
d1018 01034
Rark

With both sections completed and connections established with both ACC and a Galaxy
panel, you can set up alarm relationships in the "Relationships" section.

Ver status €=t Cerrar sesion
usuarios
Integraciones Avigilon
Gestion Avigilon ACC Gestion Paneles de alarma Galaxy

Nombre Afiadir conexion con panel Galaxy
Direccién IP

Puerto
Puerto WEP Relaciones de alarmas
Usuario ACG Crear nueva relacion
Contrasefia

AcCC

© 2023 - Avigilon integrations
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To establish relationships, it is necessary to create alarms in the Avigilon platform first.
Access the site configuration:

Administrar

Configuracién del sitio

Registros del sitio

Conexiones de usuario

Estado del sitio

Access the alarm management:

General

o o a \N

General Seguridad Alarmas Notificaciones externas

o™ « g £> B W

Editor de vista de sitio Conectar/Desconectar Control de acceso Avigilon Cloud Services Actualizacién del sitio Gestion de licencias Retencion de datos de
dispositivos identidad

Follow the steps to generate a new alarm:

Alarmas - SGSE b

Alarmas:

Cruce de linea

Dir Prohibida

Falle panel Galaxy
Intrusién

Intrusién Puerta almacén
MD IPC

Mueva alarma

Mueva alarma

Mueva alarma 2

ZOMNA SAT

o Agregar

Cerrar
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Once you have parameterized alarms in Avigilon, you can proceed with creating
relationships. Select the Galaxy panel event that will trigger alarms in Avigilon.

Crear relacion Gemceter
Panel Galaxy Zona de accion Galaxy Evento SIA (Galaxy) Alarma Avigilon ‘ Crear ‘
Cristal exterior O | ACPower_Trouble

Burglary_Alarm

O = Burglary_Trouble

O Closing_ClosingReport

O | Fire_Alam

O | Fire_Trouble

O Holdup_Alarm

O  Holdup_Trouble

O  PhoneProgram_LineTrouble

O  Opening_OpenReport

6.3 Configuration of the "Floor Plan" web service

By default, the web service will have the following configuration values: Database connection
string: By default, it will try to connect to the local machine with the credentials created
during installation. This connection string can be changed in the appsettings.json file located
at "C:\Program Files\SGSE\SGSE Maps Service."
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7. Operation

Operation on the Avigilon platform
In ACC, you can establish multiple views that load a web page, and you can configure the
URL for accessing your management application.

~ gl SGSE
¥ 3

| Configuracién
L HRE
L ERNE
|z v Mueva pagina web...

W: i Expandirtodo

% Pa Contraertodo

Cerrar sesian

Muevo mapa...

In the "Location" text, change the URL to access your service.

Thanks to this action, you will see all the alarm panel management from ACC.

x
Propiedades
Descripcion: Integracién Galaxy
Ubicacidn: http://localhost:8765
Nivel de zoom: 665 v

(v) Haga clic para ver la ubicacién

| Aceptar || Cancelar |

Once the view is established, you can drag it to any quadrant to display the information.
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To access the view of the synoptic that displays the alarm panel states, simply enter the URL..

Iniciar sesion

Nombre

onsera aviGiLon

[ ¢Recordar cuenta?

Iniiar sesién

2023 - Aviglon integrations

o X

o -8 x
DKe a e

> X

Selactions panel Galaxy v

A G O 062 286 eyt

Galaxy panels status

Grupos || Zonas || Sada:

igilon integrafions

https://{URL or DNS}:8765/galaxystatus

In this view, you will see the current state of the zones, groups, and outputs configured on
the panel, and you can take actions on these elements.

Vista1 X

= i
P OGrabado | ®:+| 1 QO B~ 4
Bugcars <« A QO https/192.168.2.32:8765/
~ ¢ff SGSE
% 3.0C-H4VI-RO1-IR(4750423) Versns 0

B vista 1

ista configuracién

ista Integracion Integraciones Avigilon
B Vista mapas

~ Parking

© 6.0C-H5A-BO1-IR(4763685)
= CLOUD

Gestion Avigilon ACC Gestion Paneles de alarma Galaxy

v Galaxy Status

4 IPC3232ER3-DVZ28

. SGSE Galaxy integracion
. Planimetria

Il &=

Operation with the Floor Plan Manager

X @ A ) | https/192.168.2.32:8765/galaxystatus

|Galaxy D520 v

Panel Galaxy D520

| Forzar actualizacion H Grupos H Zonas || Salidas

PARTICIORARTICION2

L A

ZONA  SAT2 SAT3 SAT3 SAT4 1006 1007
SAT

4 vo v vy

1008 1011 1012 1013 1014 1015

v vV

You can access the application via the URL http://<hostname>/SGSEMaps/ or embedded
within another application. If the user is not authenticated, they will be presented with a
login screen where they can log in with a username and password..
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By default, there will be an admin user with the password Admin-123. There are two user
profiles: administrator and user.

User Profile

If you access the user interface without specifying any floor plan, a popup will appear to
select the main floor plan.

Seleccionar mapa x
Plano principal
Subplano
Subplano 1 -1
Subplano 2

Subplano 3

Once a floor plan is selected, the chosen plan will be displayed on the screen.
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v —

Zona Cristal

Navigation Buttons

In the upper-left corner, you will find the following buttons.

= Muestra u oculta el panel lateral
—
Inicio Situa la navegacion en el plano inicial
< Sitda la navegacion en el plano anteriormente
seleccionado
- Sitta la navegacion en el siguiente plano si
anteriormente se usoé el botén de atras
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Sidebar
= user Logout
Arbol de navegacion [+]
The sidebar displays user information and the
Subplano navigation tree containing the main floor plan
Subplano 1 - 1 and its sub-plans.
Subplano 2
Subplano 3

Clicking the button will close the current
navigation tree and display a popup to select a

Propiedades del mapa new main floor plan.

Nombre

Plano principal L
In the navigation tree, the names of the floor

plans may appear marked with a color
Descripcion mapa 1 depending on the state of the devices
contained in that map.

Descripcion

Below the navigation tree, information
associated with the currently selected floor
plan will be displayed

Within the Floor Plan

Within the floor plan, two types of elements may exist: the devices themselves and hot zones.
Devices are categorized by type and may have commands. To send a command to a device,
hover the mouse over the icon and right-click.

A contextual menu will appear with various actions.
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-

) Omit

Zona ¢ ynomit

Centrar mapa aqui

@ Acercar zoom

‘-I 2 Ajejlar — l

When you click on one of the actions, an indicator will appear over the icon to show that the
command has been sent. It will disappear once the action is completed.

\z,

4

Zona Cristal

If the device supports video preview, placing the mouse over it will display the live
image.

Hot zones represent an area on the floor plan and allow you to navigate to that plan by
clicking on them.
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1 : DN & _ .I

v 2,
™ I

=

1
-

Administrator profile

The administrator profile has all the functionalities of the user profile, but it also includes
tools for creating and modifying floor plans. Both the popup window and the navigation
tree will have the option to add a new floor plan.

Seleccionar mapax

Plano principal
Subplano
Subplano 2
Subplano 3
Subplano 1 -1
Anadir mapa

Clicking on "Add Map" will create a new map that will be a child of the currently selected floor
plan. If you create it in the popup window, it will become a main floor plan.

Once a floor plan is selected, it will be displayed on the screen with an interface similar to the
user profile.

Sidebar

Within the sidebar, in the map properties section, there will be an option for the background
image among the floor plan details. This option allows you to select a new image for the floor
plan background. The image will not be set until the floor plan is saved.

Imagen de fondo

Elegir archivos  Ninguno ...ivo selec.
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Editing Mode

In the upper-right corner, you will find the button.
Clicking on it will activate the editing mode for the currently selected floor plan.

In edit mode, the button will be replaced by the following buttons:

Borrar Elimina el plano actual
' Descarta los cambios efectuados en el planoy
Descartar -
' sale del modo edicién
Guarda los cambios efectuados en el plano y sale
Guardar o~
' del modo edicion

A tool window will also appear to enable the addition of new elements to the floor plan.

Herramientas
Zona
Camara

Salida

Grupo

Zona caliente

The content of this window depends on the various types of devices specified through the
integration APl. When you click on one of the types, another window will appear with a list of
registered devices of that type.
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From this window, you can drag a device to the area of the floor plan where you want to place
it. To remove an element from the floor plan, click on it and then press the delete key on the
keyboard.

The "Hot Zone" option is independent of the integration, and its operation is as follows:

After clicking the "Hot Zone" button, the mouse cursor will turn into a cross, and the following
message will appear next to it.

Haz click para empezar a dibujar la forma

In this mode, you can define polygonal areas by clicking multiple times on the floor plan. It is
mandatory to select the first point created as the last point to close the polygon. Once the
polygon is created, clicking on it will display boxes at the vertices that allow you to modify the
polygon. Like with icons, the polygon can be deleted by pressing the delete key on the
keyboard while it is selected for editing.

Right-clicking on a polygon will show the option "Select Submap," which opens a popup to
choose the map to which the user will be redirected upon clicking on the area.
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Seleccionar mapax
Plano principal
| Subplano
1 Seleccionar submapa l Subplano 2
I‘ Centrar mapa aqui i ! Siopanalc
- Subplano 1 -1
@ Acercar zoom Afiadir mapa
Q_ Alejar zoom
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8. Troubleshooting

The service does not seem to connect with Avigilon:

Verify that the connection details, username, and password are correct.

Failure to connect to different alarm panels:

Confirm that the connection data and connection type are accurate.

Unable to create relationships:

Ensure that Avigilon is connected, and various connections to alarm panels are established.
Avigilon alarms do not appear when creating relationships:

Check the accuracy of the connection details with Avigilon ACC, including the username and
password.

Verify in ACC that there are created alarms to associate with events.

The service remains loading without fully executing:

Review the communication status with both Avigilon ACC and the panels.
Ensure that ports are accessible and IP addresses are correct.

Error al cargar laimagen de fondo

If an error "Error loading the background image" occurs after selecting an image for the floor
plan, ensure that the web service has write permissions for

Additional Information

For further information: Please refer to the online documentation or contact SGSE via email at
info@sgse.eu.
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