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1. Document versions

Version | Date Author | Version Description
1.0 07/2024 CLL First version of the document
1.1 10/2024 APL Second version of the document
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2. License

To license the Virtual Panel, first access the Virtual Panel menu and select the 'License' option.

! m Start  Servers Ma

License information

Activada: True

Licencia temporal: False

Nimero de paneles: 1000

Nimero de areas: 2000

Nimero de zonas: 4000

Dias de validez: 0

Fecha de creacién: 13/9/2024 12:16:02

Soluciones Globales de Seguridad Electrénica
Description

Solucién de anélisis de video para control de intrusién para Avigilon

Please provide the following UID to SGSE to obtain your license

6GMB63X-1V78KTF-VBTTOI-1VCLMAI

Copy to clipboard

Select license file

Once inside, you must send the UID code to SGSE so they can activate the license.
After sending the UID to SGSE, you will receive a file containing the activated license.

Next, click on 'Select License File.'

m Start Servers Maps License

License information

Activada: True

Licencia temporal: False

Nimero de paneles: 1000

Nimero de areas: 2000

Nimero de zonas: 4000

Dias de validez: 0

Fecha de creacién: 13/9/2024 12:16:02

Soluciones Globales de Seguridad Electronica
Description

Solucién de andlisis de video para control de intrusion para Avigilon

Please provide the following UID to SGSE to obtain your license

6GM63X-1V78K1F-VBTTOI-1VCLMAIL

Copy to clipboard Select license file

Once done, locate the license file provided by SGSE. After selecting it, the Virtual Panel will be
activated.
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3. Create alarms in ACC

First, go to Setup.

Learch...
- ﬂ S5G5E
w00, Logout 1AL
% 40 1
D M1 Mew Map...

beL 5P Mew Web Page...

ur SPE Expand Al

(
B SPE ollapse Al

W: Visia
W virtnal Intrisian kanitar

Then go to Alarms.

General
& ale ‘
¢ aa _
General Users and Groups Security Alarms
Other
% & & 3
.
@w ©) S 4]
Site View Editor Manage Site Connect/Disconnect Access Control

Devices

Next, click on 'Add.’
Alarms - 5GSE

Alarms:

1AREADDM ~
1AREADDZ

1AREADDI

TPADDT

171

1210

1711

1712

172

173

1Z4

1z
1Z7

178

179

ZAREADMN

ZAREADDZ

2AREADDS

2ZPADDZ

271

2710 v

N

External Notifications

Avigilon Cloud Services

Clase

Rules

B

Site Upgrade

-5}

Backup Settings

W

License Management

8

Restore Settings

Cl

Identity Data Retention
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Select 'Digital Input Activation' and choose one of the digital inputs.

Select Alarm Trigger Source

Alarm Trigger Source: | Motion Detection w
Motion Detection

Search...

- ‘ SGSE I Digital Input Activation |

- E ENVRZ2-PLUS pos Transaction Exception
|| # ppnyR|Device Error HSY

. System Error
|| & PA21 External Software Event

| % pa2 6|Face Watch List Match
|| % PA3 1-5 PC2324SB-DZK-I0
| % PA3 6-10 IPC3232ER3-DVZ28
~ B NVR1
|| & HIKVISION iDS-2CD7A46G0/P-IZHSY
|| % PA11-56.0C-H5A-BO1-IR
| % PA16-10 Parking
|| = pat SAT

[] Auto-acknowledge alarm when motion stops

@ Previous | & Net | | Cancel

Search...

~ EB SGSE
+ B ENVR2-PLUS-8PB-262211280070

& ENVR HIKVISION iDS-2CD7A46G0/P-IZHSY
| | Digital Input 1
|| Digital Input 2

~ I Local Digital I/0

| Digital Input 01
| | Digital Input 02
| | Digital Input 03
| | Dugital Input 04

& pp2 1-5 HIKVISION




@ m Virtual monitor — User Manual

Soluciones Globales de Seguridad Electrénica

Then, click 'Next' and select the camera where you want to activate the alarm.

Select Linked Devices

Select the device(s) to link to this alarm:

Search...

~ gl SGSE

~ B ENVR2-PLUS-8P3-262211280070
|| ® ENVR HIKVISION iD5-2CD7A46G0/P-IZHSY
| & paZ 1-5 HIKVISION
|| % PAZ 5-10 PARKING
| % PA3 1-5 PC23245B-DZK-10
+ % PA3 6-10 IPC3232ER3-DVZ28

+~ B NVR1
|| & HIKVISION iDS-2CD7A46G0/P-IZHSY
|| % PA11-56.0C-H5A-BO1-IR

Pre-Alarm Record Times: seconds

Recording Duration: |'I E| rmin |‘--I E| seC

[] View linked devices when alarm is triggered

|*PIEU_IDI.IS|| 0 Mext || Cancel
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Now, add the users who should receive a notification when the alarm is activated.

Select Alarm Recipients

Select the users that will be notified when this alarm is triggered:

O Play sound when alarm is triggered: _ -

@ s | NG s |

Select Alarm Recipients
Search...
@ 84 Administradores
D 84 Administradores de la m
D 8 Espectadores de Nube
D 84 Usuarios avanzados
D 8 Usuarios estandar
D 8 Usuarios restringidos
@ . administrator
1 4 integracion
s
e
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In this step, simply click 'Next.'

Select Alarm Acknowledgment Action

[] Require a comment when acknowledging alarm

[] Activate selected digital output(s) on alarm acknowledgment

~ B SGSE

Require user confirmation before activating digital cutput(s)

|‘PFEU-II‘.|I.IS|| o MNext || Cancel
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Finally, assign a name to the alarm and click 'Finish."'

Select Alarm Properties
Mame: | Mew Alarm |
Priority: 1 v
Schedule: |Always e | IZI

[«] Enable alarm

|40 Previous || () Finish | | Cancel
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4. Create Analytical events in ACC

Go to Setup.

W N7 MNew Map..

weL 5Pt Mew Web Page...
U SPC Expand All
PSP ollapse Al

W Vista
W virtnal Intrusinn kdanitor

Next, select a camera and click on 'Analytical Events.'

Search...
~ g SGSE
~ B ENVR2-PLUS-8P8-262211280070
& ENVR HIKVISION IDS-2C0D7A46G0/P-IZHSY
£ Local Digital I/C
& pa2 1-5 HIKVISION
% PA2 6-10 PARKING
% PA3 1-5 PC23245B-DZK-10
% PA3 6-10 IPC3232ER3-DVZ28
~ B NVR1
& HIKVISION IDS-2CDTA46G0/P-IZHSY
49 Local Digital ;0
% PA1 1-5 6.0C-H5A-BO1-IR
% PAT 6-10 Parking
& ppl SAT

PA3 6-10 IPC3232ER3-DVZ28

UNIVIEW (ONVIF) IPC3232ER3-DVZ28

Firmware Version: QIPC-R1201.30.42.220623
Location:
Serial Number:  210233C20HA16C000143

Default Resolution:  1920x1080
IP Address:  192.168.2.236
MAC Address:  48:EA:63:39:A8:08

General
) % V H—
Q  —
- —
General Netwark OMVIF Event
Subscription
Video

] @: ®

p—

Image and Display Compression and Manual Recording

Image Rate
Analytics
A £y
Settings Motion Detection Analytic Events

10

Dewarping

Teach By Example
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X
Analytics Events: 3Z10E
Event is enabled

3Z10E Object Types: Person, Vehicle

3Z11E
{ Activity: Objects in area
| 3Z6E

hold Time: :00:

377E Threshold Time, 00:00:02

378E Sensitivity: 8

3Z9E Number of Objects: 1

Dir prohibida Timeout: 00:05:00

eventos 1

eventos 2

Nombre del evento analitico

oe Add o Edit = Delete

Then, assign a name to the analytical event and select the zone where you want to configure the
event.

11
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o x
n Q QA W ¢ Neme Analytic event name|
| Enabled
Activity: Objects in area
Object Types: Person, Vehicle
Sensitivity:
1 10
Number of Objects: ]
Threshold Time: 2
Secons
Timeout: 0 5
Hous  Minutes
Distance (meters):

Next, select the activity and specify whether you want it to be a vehicle or a person.

MName: Analytic event name v
~"| Enabled
Object Types: Objects in area
Object loitering
Sensitivity:
Objects crossing beam
Number of Objects: Object appears or enters area

Threshold Time:

Timeout:

Distance (meters):

Object not present in area

Objects enter area

Objects leave area

Vox 7 ¥

Howrs Minutes

12
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MName: Analytic event name v
| Enabled

Activity: Objects in area v

' _ﬂ- Person

Sensitivity: v () Vehicle U
. 10
Wumber of Objects: 1 =
v
Threshold Time: 2 "
v
Seconds
Ti t * -
imeou 0, 3,
Hours Minutes

Distance (meters):

Finally, click 'OK' and the analytical event will be created.

5. Configuring ACC Servers

The ACC servers whose video analysis events you wish to monitor must be registered on the
configuration page:

https://sgse-virtual-monitor.eu:7348/AvigilonServers

e Byclicking the "+" button located in the upper-right corner of the table, a new entry will
be created. Next, the following fields must be filled in with the ACC server information:

e |Pordomain.
e Port.

e User.

e Password.

m Start Servers Maps License

IP or domain Puerto User Password

192.168.2.32 8443 administrator @cc@cc-123

13
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6. System Elements Configuration

The zones (the video analysis events of the ACC server's cameras) will be registered
automatically, appearing in the integration, and will be displayed on the page https://sgse-
virtual-monitor.eu:7348 in the left column, whose header is titled "Zones."

For more details about existing or upcoming analytical events, please carefully read the
ACC 7 system manual from Avigilon (avigilon-acc7-client-es.pdf). In this manual, you will
find the activities performed by the events along with their descriptions.

The panels and areas must be created by the user in the left-hand tree, and will be
organized hierarchically. You can drag and drop zones onto areas to associate them.
Similarly, areas can be dragged between panels.

§ m Start Servers Maps License

Zones Panels
Q, Buscar + Q_ Buscar.
Name = Type of activity = Description = Type = = Custom ID Name =
(Todos) - (Todos) -

Test Obijects in the area i Panel 1 Panel Perimetro + /i
OCCUPY OUT Exit occupation area ] Area 1 Area1 7
AREAZPEATONALOUT Exit occupation area [ Zona 1 ZONAT 7
OCCUPY IN Enter occupation area ] Zona 0 Crucedelinea /s

say forbidden Address violated a Zona 0 Puerta Vs
3Z1E Obiects in the area [ Zona 0 Intrusion ra

14
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Registering a Panel

At the top-right of the tree displaying the hierarchy of elements, next to the search panel,

Q, Buscar...

= Custom ID

click the "+" button.

Panels

Type =

(Todos)

Panel

Panel

Panel

Panel

-

Name =

Panel Perimetro +
1PADDT --
2PADODZ +
3PADOD3S +

In the pop-up dialog, the value of the element type will be preset to "Panel."” First, you can

specify the name and description of the element:

15
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Item details

Type

Panel

Custom ID

Name *

KEEP CANCEL

Second, you can specify the number of seconds it will take to arm the delayed arming option
and associate an alarm.

16
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The "Associated Alarm" field includes a search box. You can select one of the alarms
defined in ACC (Avigilon).

If the element has an associated alarm, it will appear in alarm status on the map when the
alarm is triggered, and by acknowledging the alarm in the element, the alarm will also be
acknowledged in ACC.

Armed seconds delayed

BI

Associated alarm

Q, Buscar

127

ZONA 2 (1002)

3AREADO3

17
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Registering an area
To create a new area, navigate to the panel where you wish to create it and click on the "+" button.

Panels

+ Q, Buscar...

Type = = Custom ID Name =

(Tod. ~ O Q

2 Panel 1 Perimeter Panel ‘

= Panel 3 1PADDT + 7

Just like the panel, the area configuration includes name, description...

Item details

Type

Area

Mame *

0

KEEP CANCEL

18
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Seconds for the delayed arming option, and associated alarm (alarms declared in Avigilon ACC).

Armed seconds delayed

0

Associated alarm

Q. Buscar

275

I 377

19
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Registering a Zone

Todas las zonas disponibles apareceran listadas en el panel derecho: Zones will be automatically

imported when a new ACC
https://sgse-virtual-monitor.eu:7348/AvigilonServers

server is registered in the server configuration at:

Zones

Name =

Test

OCCUPRY OUT

AREAZPEATONALOUT

OCCUPY IN

say forbidden

3Z1E

Q, Buscar...

Type of activity = Description =

(Todos) -

Objects inthe area

Exit occupation area

Exit occupation area

Enter occupation area

Address violated

Obijects in the area

All available zones will appear listed on the right-hand panel.

Zones can be associated with a panel's area. To do this, drag the zone you wish to
associate from the left list ("Zones" box) to the tree on the right ("Panels" box), dropping it
onto the corresponding area.

Zones

Name =

Test

0OCcuPY OUT

Q, Buscar

Type of activity = Description =

(Todos) -

Objects in the area

Exit occupation area

Panels
+ Q,_ Buscar.
Type = =CustomID  Name =
(Todos) -
Panel 1 Panel Perimetro + 72 0

: : f—— —

say forbidden

3Z1E

1Z11E

Address violated

Objects in the area

Obiects in the area

Panel 4 2PAQ02Z + 70

Panel 5 3PAQ03 + /i

20
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Just like panels and areas, zones include "Name" and "Description" fields...

Iltem details

£anha

KEEP CANCEL

Additionally, it includes the following options:

e "Arm in partial arming": When the partial arming command is executed on an area,
zones with this property enabled will be armed.

o "Associated Alarm": Same behavior as in panels and areas.

o "Custom Type": Allows selecting an icon from the available zone types.

Assoclated alarm

TAREAODT v

Seleccionar... -

KEEP CANCEL

21
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The "Custom Type" icon configuration will display a list of activity types and their
corresponding icons.

Car enters the area

Person enters the area

Car or person enters the area

Car wanders around the area

Person wanders around the area

Car or person wanders around the area

Car crosses the line

R S

Seleccionar...

22
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Event Display

Events received from the ACC server will be displayed at the bottom of the screen, and it
will be possible to sort and filter them by any of their fields (name, type, activity,

date/time, and server).

Events

Name =

ZONA3

1Z7E
AREAZPEATONALOUT
OCCUPY IN

QCCUPY OUT

1Z9E

1Z9E

1Z%E
AREAZPEATONALOUT
1Z9E

OCCUPY IN

QCCUPY OUT

Line cross

Type =

DEVICE_ANALYTICS_START

DEVICE_ANALYTICS_START

DEVICE_ANALYTICS_START

DEVICE_ANALYTICS_START

DEVICE_ANALYTICS_START

DEVICE_ANALYTICS_START

DEVICE_ANALYTICS_STOP

DEVICE_ANALYTICS_START

DEVICE_ANALYTICS_STOP

DEVICE_ANALYTICS_STOP

DEVICE_ANALYTICS_STOP

DEVICE_ANALYTICS_STOP

DEVICE_ANALYTICS_START

Activity =

QBJECT_PRESENT

OBJECT_PRESENT

QBJECT_COUNTING_EXIT

OBJECT_COUNTING_ENTER

OBJECT_COUNTING_EXIT

OBJECT_PRESENT

QBJECT_PRESENT

OBJECT_PRESENT

QBJECT_COUNTING_EXIT

OBJECT_PRESENT

OBJECT_COUNTING_ENTER

QBJECT_COUNTING_EXIT

0BJECT_CROSSES_BEAM

23

Date =

13/08/2024, 13:50:06.002

13/08/2024, 13:50:06.002

13/08/2024, 13:50:19.002

13/08/2024, 13:50:22.002

13/08/2024, 13:50:23.002

13/08/2024, 13:50:26.002

13/08/2024, 13:50:27.002

13/08/2024, 13:50:29.002

13/08/2024, 13:50:33.002

13/08/2024, 13:50:33.002

13/08/2024, 13:50:33.002

13/08/2024, 13:50:33.002

13/08/2024, 13:50:42.002

Q_ Buscar.

Server =

NVR1

NVR1

NVR1

NVR1

NVRI1

NVR1

NVR1

NVR1

NVR1

NVRI1

NVR1

NVR1

NVR1
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7. Map Layout

In the "Maps" tab, the user will be redirected to the web interface of the map layout service.

All items will be available to be dragged onto the map with the name assigned from the
configuration page.

To do this, click "Edit" at the top right.

3PADD3

o) o (@
T Y T

\

QAREANN TAREANNT TARFANND

Next, the 'Tools' menu will appear, where the icons will be organized into zones, areas, or panels.
Simply open each menu and drag the icons you want onto the map.

@

1PAOD1 2PA002
VZone

VPanel

b
fD O

VArea

@'

2AREAD01  2Af 02 2AREAD03 1 3AREA002  3AREA003
= @

o
\E |

Hot zone

Label

B

§

BB

B
@® B
&

273E 276E

K K
R fggs

24
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For example, if we want to display an area, click on "VArea."

VZone

VPanel

VArea

Hot zone

Label

Area 1

2AREA002

TAREAO002

2AREAO003

TAREAQO3

TAREAOO1

Area 2

3AREA0O1

3AREA002

2AREAODO1

3AREAO003

We'll open the areas menu and then simply drag the available area onto the map. In this case, |
dragged "Area 2."

Items that are already gray are those that have already been placed on the map.

25
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Adding a Map

To add a map, go to the menu located all the way to the left and click on the three horizontal bars to
open it.

= [tiome

1PADDT 2PA002
e o @ [o/(e)e
T T - T T T

1AREAQ0T  1AREA002  1AREA003 JARFADDT  DPAREANN?  2ARFANNZ

Next, a menu will open on the far left. To add a new map, click on ‘Add Map.'

= Admin Logout Em

Navigation tree [+]
CONTROL
AMABEL SEGURA
Pueblo

M rti

Name
VVZone B
CONTROL
VPanel ‘ .
Description VArea -
N 1AREAC
ew map Hot zone
Background image Label E
T

Elegir archivos = Ningun a...ccionado

-
I~
iy
m

q

26
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=Admin Log: ut[E]Home [ <T-]
Navigation tree [+
CONTROL
ANABEL SEGURA
New map
Pueblo
add map

Map properties

Name

New map
Description

New map
3ackground image

Elegir archivos = Ningun a...ccionado

Once created, to add an image, click on "Edit" at the top right.

In this section, you can change the name and description. Finally, by clicking on 'Choose Files,' you
can select the image you wish to place on the map.

Name

New map
Description

New map
Background image

Elegir archivos = Ningun a...ccionado

27
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File name: |vista—plaza—principal.jpg

v | Todos los archives (*.%)

~

Cancel

Selecciona la imagen y haz clic en 'Open'. Por ultimo, para que la imagen se cargue en el plano, haz
clic en 'Save', que aparecerd en el lugar donde antes estaba el botén 'Edit'.

= Admin Lagout [E]Home T <~]
CONTROL

ANABEL SEGURA

Prueba

Pueblo
Add map

Map properties

Name
Prueba
Description
Prueba
Background image

Elegir archivos  Ningdn a...ccionado

28

Saved

Remove

Discard

Save
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Commands
On the map with icons, the operator must right-click on the icon, and the system will
display the available commands for the selected item.

The panels have the following commands:
e Arms
e Partial Assembly
e Timed Arming
e Disarm
e Forced Armed

4

Fartial Assembly
Timed Arming
Forced Armed
Dizarm

Arms

1ARE Center map here

Ll |

=l

< @& Zoomin
@ Zoom out

P

Each area has the following commands:

e Forced Armed
e Partial Assembly

e Disarm
e Timed Arming
e Arms
‘ I
Taw Disarm
Arms
1AREAL
Forced Armed

E Timed Arming
s, Partial Assembly

121E Center map here

@ Zoomin
- |
Q. Zoom out
179F S— »

29
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Each zone has the following commands:

e Inhibit
e Isolate
__* Reintegrate

1 Reintegrate

|solate
£

: Inhibit

1 Center map here |

1: @ Zoomin

Ii Zoom out |
Lastly, if we have an alarmed zone/area/panel, we will also be able to acknowledge the alarms.

L\ 4
Mo

Disarm
34

(e}

Arms

l Forced Armed
Timed Arming
Fartial Assembly

Center map here '
@, Zoomin \

A Q) Zoom out )

30
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Iconography

Panel
Normal
Alarm
Armed

Partially Armed
Waiting for Delayed Arming

Malfunctions

bered b PP

Unknown

Area
Status _fcon |

Normal [ ]
e
Alarm | . ‘
-

Armed [ ]
-

Force set ™
-~ |

Partially Armed @
-—

Waiting for Delayed Arming ©
T,

Malfunctions

Unknown

i®

31
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Zone

Normal

Alarm

Active

Armed

Inhibit

Isolated

Malfunctions

Unknown

32
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Zone Type

Type
Car enters the zone

Person enters the zone

Car or person enters the zone
Person loiters in the zone

Car loiters in the zone

Car or person loiters in the zone
Car crosses the line

Person crosses the line

Car or person crosses the line

Car appears in the zone

Person appears in the zone

Car or person appears in the zone
Missing person

Missing car

Missing car or person

Car enters the area of interest
Person enters the area of interest
Car or person enters the area of interest
Car exits the area of interest
Person exits the area of interest
Car or person exits the area of interest
Car stops in the zone

Person stops in the zone

Car or person stops in the zone
Car going in the wrong direction

Person going in the wrong direction
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@ m Virtual monitor — User Manual

Soluciones Globales de Seguridad Electrénica

Car or person going in the wrong direction
Intelligent movement

Tampering

Crowd size

Unusual crowd growth

Unusual crowd size
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More Information
For more information, visit http://www.sgse.eu or contact SGSE at info@sgse.eu.
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