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1. Document history

Version | Date Author | Changeset
1.0 11/2024 IXR First version
1.1 11/2024 JCR Including new comments (license & outputs)
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2. Introduction

The objective of this document is to explain the installation, operation and use of the software
solution called "Tecnoalarm Monitor".

This solution consists of a plugin that allows monitoring and interacting with Tecnoalarm Alarm
Panel systems from the user interface and the Milestone XProtect® platform work environment.

In this way, the monitoring of the Tecnoalarm system can benefit from the advantages
integrated in the XProtect® VMS platform for the management of video and CCTV and intrusion
alarms in a single interface.

This solution is available in the following languages:

. Italian

. English
o French
. Spanish

Integration panel details

Communication protocol between the Tecnoalarm control panel and any Plugin “TecnoAlarm
Monitor”. This release of the document is aligned with the following firmware releases:

TecnoAlarm Panel Firmware version

TP8-88 Plus Release 2.1.06 and following
TP20-440 Release 2.1.06 and following
EV 10-50 Release 1.2.04 and following

Milestone XProtect Versions
Tested on the following Milestone versions

Versiones Essential+ Expresss+ Professional+ Expert Corporate
2022 R1
2022 p2
2022 R3
2023 B1
2023 R2
2023 B3
2024 R1




@ m TECNOALARM Monitor - Installation guide and user manual

Soluciones Globales de Seguridad Electronica

3. Solution architecture

Through the Ethernet network, the plugin connects to the different Tecnoalarm panels to
transfer the state changes of each of the panel records to the Milestone event server.

The system architecture is underpinned by Milestone's development kit (SDK), integrating
elements and events on both the server and client sides. The plugin establishes an active TCP/IP
connection with the panel using the Tecno Out Protocol, checking events every few seconds.

PLUGIN

@ Xprotect

Commands Events
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4. Installation

To install the plugin, simply run with administrator permissions the installer "Tecnoalarm Plugin
Installer.msi" provided by SGSE. The process is automatic. Through the different screens of the

installer, we will only have to accept the End User License Agreement, a necessary condition to
be able to use the plugin.

jig- Tecnoalarm Plugin Installer

Wizard 9

Welcome to the Tecnoalarm Plugin Installer Setup LA

The inztaller will guide you through the steps required to inztall Tecnoalarm Plugin Installer on paur
computer,

WARMIMG: This computer program iz protected by copuright law and intermational treaties,
|Unauthaorized duplication or distribution of thiz progran, or ang portion of it, may result in severe civil
or criminal penalties, and will be prozecuted to the maximum extent poszible under the law.

Click "Next >" to start the installation process.

iig]:'- Tecnoalarm Plugin Installer

License Agreement A

Please take a moment to read the license agreement now. IF you accept the terms below, click "1
Agree”, then "Mext". Othemwize click "Cancel.

End-User License Agreement [EULA) of Tecnoalarm Monitor »

Plugin

This End-User License Agreement ("EULA") is a legal agreement between you
(the "User") and Soluciones Globales de Seguridad Electranica [SGSE).

B e T T T I P

()1 Do Mat &gree

Mewt > Cancel
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Please read and accept the End User License Agreement to install the plugin.

Click "Next >" to continue and install the plugin files.

i'L:.—-'- Tecnoalarm Plugin Installer

Installing Tecnoalarm Plugin Installer LA

T ecnoalarm Plugin Installer iz being inztalled.

Pleaze wait...

If Windows User Account Control is enabled, allow the installer to proceed with the installation.




@ m TECNOALARM Monitor - Installation guide and user manual

Soluciones Globales de Seguridad Electronica

jiz Tecnoalarm Plugin Installer

Installation Complete ml

Techoalarm Flugin Inztaller has been successfully installed.

Click "Cloge" o exit.

Pleaze use Windows Update to check for any critical updates to the MET Framewoark.

Once the process is finished, you can press "Close". The plugin is already installed.
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5. Licensing

The plugin will appear in the bottom tree of the Milestone XProtect Management Client
browser, under the root node "MIP Plug-ins" with the name "Tecnoalarm Plugin".

< Milestone XProtect Management Client 2023 R3 — [m] *

Eile View Action Maintenance Tools Help

HY =i

Site Mavigation -~ 1 X

[=- ¥ DESKTOP-RJESGGA - (23.33) . @
E a8 Dnsice @ milestone | XProtect

{55 Remate Connect Services

: [y Axis One-click Camerz

- Servers . Tecnoalarm Plugin

License information

Activated Key: True

Temporal Key: False
Number of elements: 3

Panels: 2

Valid Days: 0

Created date time: 11/8/2024 8:15:58 AM

[ Rules and Events
@ Security

° System Dashboard
F'] Server Logs

S Metzdata Use
~|Fl Access Control
-®3 Incidents Soluciones Globales de Seguridad Electronica

2l T ct

Alra"sa Integrate your Tecnoalarm devices into Milestone XProtect, so that you can monitor the status ofthe device digital inputs in a Smart
@ Harms Client map, and you can receive events whenever any input changes status or the connection with the device is lost.

£ @+ MIP Plug-ins

. Tecnoalarm Plugin

< >

Site Navigation | Federated Site Hier.. Select License File

In order to add Tecnoalarm devices you must have an active license, which will be generated
exclusively for installation by the SGSE installer. To obtain the license file, you must provide the
corresponding UID. This UID is a unique identifier that the license is associated with.

On the screen of the Tecnoalarm Monitor node when the plugin is not licensed, the
corresponding UID will appear at the bottom.

License controls the number of panels and number of zones. You can
distributed the number of panels and the number of zones as you need. If you
have 20 zones but your license is for 3 zones you cand select 3 of the 20 zones
, 17 of 20 will be disabled.
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& Milestone ¥Protect Management Client 2023 R3 — m} X

File Mew Action Maintenance Tools Help

H9 @en
Site Navigation -2 x
@ DESKTOF-RJESGGA- (22.32) . ®
0 e @ milestone | XProtect
= E} Remote Connect Services
|5y Axis One-click Camera .
[0 Servers . Tecnoalarm Plugin
@ Devices
A Client

=
=
=
- Rules and Events
B
=

License information

@ Security

° System Dashboard
I!_—"‘ Server Logs

B ? Metadata Use
@W Access Control
-#3 Incidents Soluciones Globales de Seguridad Electronica

[
EHEL Ti et
E {;L’ Mransa Integrate your Tecnoalarm devices into Milestone XProtect, so that you can menitor the status of the device digital inputs in a
’ arms Smart Client map, and you can receive events whenever any input changes status or the connection with the device is lost
=-@#F MIP Plug-ins
=R ] Tecnoalarm Plugin
UID License
Please provide the following UID to SGSE in order to have your license generated
| THECIUG-1JMO 14P-TM24KUG-TYMWHVC
Copy to clipboard
< >

Select License File

Site Navigation Federated Site Hier.

Please provide this UID to SGSE for them to generate your license file.

Once you receive the "License.lic" file, click on the 'Select License File' button and choose your
license.lic file and refresh the screen using the F5 key (keyboard button).

You will then need to restart the Event Server for the changes to take effect and you can use the
plugin.

If you are only going to use the plugin in the Smart Client interface, and you do not have the
XProtect® Management Client on that machine, to obtain the UID on a machine where the
configuration application is not located it will be necessary to use the "UID Generator" tool from
SGSE. Check with SGSE for such a tool.

After entering the license, the license request will disappear and in the License Information box
(to the right of the SGSE logo) the license data will appear.

B Axis One-click Camera

[0 servers . Tecnoalarm Plugin
% Devices
B8 Cient License information
[E Rules and Events
@ Security Activated Key: True
emporal Key:
ﬂ Roles Number of elemen
5 Basic Users
@ System Dashboard Valid Days: 0
[ Server Logs - Created date fime: 11/8/2024 8:15:58 Al
3% Metadats Use Soluciones Globales de Seguridad Electrénica

.;‘ Metadala Search Integrate your Tecnoalarm devices into Milestone XProtect, so that you can monitor the status of the device digital inputs in a
- [Re dccess Coniral Smart Client map, and you can receive events whenever any input changes status or the connection with the device is lost.
=37 Incidents
&3 Incident properties
1, Transact
[ Transaction sources
-] Transaction definitions
#§-@ Alarms
=1 g MIP Plug-ins
= & Tecnoalarm Plugin
=] B Monitor Tecnozlarm
[l Zones
i@ Programs
" [l RemcteControls
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6. Configuration

The plugin is designed to simplify the setup process as much as possible, making getting up and
running as simple as possible.

The connection is actively established by the plugin with the Tecnoalarm panel using the
compatibility tecnoOut protocol, so you will need to provide the IP, port and pass, on which the
panel serves incoming connections.

Outputs, Tecnoalarm controls the outputs via the remote control option, i.e.
you must consider parameterizing the panel to create a relationship between
the remote control and the output. For example, remote control 1
relationship with outputl and so on.

Registration of a Tecnoalarm device

When you click on the main group Tecnoalarm devices, a menu of actions appears, among which
we have the option "Add new"

" Site Navig.ation » 0 X lMonitor Tecmu;mn « I W Momitor Te_c:noalarm Information
EI--“I DESKTOP-RJESGGA - (23.33) I Maonitor Tecnoalarm
Collapse
| Add New ... Ctrl+N
3 Refresh F5

When you add a new device, it simply asks you for the name of the device, then it will appear
under this node and by clicking on it you can access the main configuration screen of the device.

10
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4% Milestone XProtect Management Client 2023 R3

File Miew Action Maintenance Tools Help

HY9 @emn
Site Navigation ~ B X IMonitor Tecnoalarm = 1 }Monitor Tecnealarm Information
B--ﬂ DESKTOP-RJESGGA - (23 3a) | Monitor Tecnoalarm
(] Basics (i EV10-50 Name.
=2 Remote Connect Services | TPE-83PE

Enabled |TP8-88PE

\} BAxis One-click Camera
G Servers
@ Devices
3 Client
E” Alarms
- MIP Plug-ins

E|-. Tecnoalarm Flugin
=8 Monitor Tecnoalarm

Faml

Panel configuration

IP: |192.168.2.178

TCP Port: | 10102

Passphrase: | @ABCDEFGHIJKLMNO

|
|
User Code: | """ |
|
|

|l RemateControls Panel Version: |TP e

If it is successful, the available records that correspond to each subtype of device connected to
the panel will be retrieved.

If we want the plugin not to collect information from the panel, we can uncheck the "Enabled"
box.

Once the names and/or descriptions of the elements have been they will appear grouped by
types (inputs, outputs, ...) under the browser's "MIP Plug-ins" sub-node

11
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Configuration of the elements:

If the connection has been successful, we can continue with our configuration, we will see that
a tree has been created with the groups of elements obtained when the plugin connects with
the system.

By clicking on each of the groups that group the elements that compose it, they will be shown
in the same way in a new tree. When we click on the chosen element, a form will be displayed
with the available options.

€ Milestone XProtect Management Clignt 2023 R3 - [m] x

File Wiew Action Maintenance Iools Help

H9 gge@
Site Navigation + 7 x ||Zones + @ || Zones Information -
E G DESKTOP-RJESGGA- (23.33) = Zones
[ Basics =l Bvio-50 Name |[ZONAT | Device type: ~
& Remote Connect Services E i"”"}ﬁ o [ ‘
% Axis One-click Camera Con ona
] Lsép,ers E é‘;::jg [] Associated cameras Enabled Trigger alams
2 Devices ] TPe-s2FE
3 Client a
% Rules and Events 1 zone2
el Security I3 zonasaT
T4 Roles
& Basic Users
@ System Dashboard
{7 Server Logs

£ Metadata Use
&, Metadata Search
[Ble Access Control
583 Incidents
&3 Incident properties
£ EL, Transact
[¥]] Transaction sources
Transaction definitions
@ dams
5%} MIP Plug-ins
g Tecnoalarm Plugin
& [l Monitor Tecnoalarm
1 Zones
@ Frograms
| RemoteControls

< >

Site Navigation | Federated Site Hierarchy

The different groups have the possibility of changing the name, enabling its management and/or
sending an alarm. This last functionality allows that when an event occurs related to the element
that is being parameterized, an alarm will occur in Milestone without the need to be configured
in the alarm parameterization panel. See section on alarm management.

Finally, the zones have a new management parameter that allows one or more cameras to be
associated in the event of an alarm, one or more cameras existing in XProtect. In a simple way
and through the menu you can navigate and select the desired camera(s). You also can enable
or disable this feature using the Associate Cameras tab.

We can also if we want the specific events and alarms of the device connected to the panel to
be notified. In addition, the cameras associated with notifications can be added to facilitate the
management of incidents.

12
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4 Milestone XProtect Management Client 2023 R3 - u] X
File Wiew Action Maintenance Tools Help
H9 oei
Site Navigation ~ 2 x ||Zones + 2 ||Zones Information -
E G DESKTOP-RJESGGA- (23.33) = Zones
[ Basics =l Bvio-50 Name |[ZONAT | Device type: ~
5 [ Remote Connect Services Zona 1EV f ‘
(B #xis One-click Camera Con 14 zena2EY D
@ Servers é‘;::jg el et Enabled iRy el
2 Devices  {f] TPe-seFE
3 Client @ zonat
% Rules and Events i zone2
el Security ZONASAT
T4 Roles Grupos
£ Basic Users -] DESKTOP-RIESGGA 2ER3-DVZ28 (192.16¢
@ System Dashboard ) Oficina
Eﬁ Server Logs oo Sat
=89 Metadata Use {0 UNIVIEW IPC3232ER3-DVZ28 (192.168.2
T Metadats Search L@ UNIVIEW IPCE412LR-X5P (192.168.2.194

[Ble Access Control
583 Incidents
&3 Incident properties
[, Transact Add
[¥]] Transaction sources
Transaction definitions
@ dams
5%} MIP Plug-ins
g Tecnoalarm Plugin
& [l Monitor Tecnoalarm
1 Zones
@ Programs
| RemoteControls

Remove

< >

Site Navigation | Federated Site Hierarchy

Milestone Xprotect TecnoAlarm virtual zones

he Tecnoalarm EVO 50 intrusion system offers an advanced and flexible solution through the
management of virtual zones. This functionality allows real-time reflection of specific system
states via HTTP commands sent directly to the intrusion panel. This simplifies the integration of
states from various devices or events without the need for additional physical components,
streamlining installation and enhancing operational capacity.

Thanks to this technology, advanced features such as tamper detection, which alerts to
unauthorized manipulations, and antimasking, which protects against sabotage attempts or
simply alarms, can be seamlessly incorporated. All these states can be integrated into virtual
zones, ensuring immediate response to critical situations.

Remote management of virtual zones enables the system to quickly adapt to diverse needs,
optimizing security without interruptions or physical changes. This makes the Tecnoalarm EVO
50 an effective, versatile, and reliable tool for protecting any environment.

With XProtect, it is possible to configure custom actions triggered by rules or alarms through
the webhooks section. This allows advanced event management and automated responses
tailored to the system's specific needs.

€ Milestone XProtect Management Client 2023 R3 = [m] x

File View Action Maintenance Tools Help

H'9 o=ei
Site Navigation ~ O X |'\webhooks ~ 1 JI'webhook Information -~ I
T Analytics Events E-¢§ Webhooks

Generic Events e& TecnoAlarm Alarm

Tecnoalarm Alarm_End .
Y vebhooks & Tecnoalarm Alarm_En Address: hitp://192.168.2.179.8008/VZONE/8/ALARM

= Security
@ % Roles I Using HTTP through non-secure networks will expose

event data in plain text.

Name: TecnoAlam Alam

£ Basic Users
= @ System Dashboard
1 Current Tasks il v10 v

Token (optional):

Site Navigation © ated Site Hierar..

13
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For example, alarms such as "active alarm" or "inactive alarm" can be created and then
integrated into actions configured through rules or alarm events. This is particularly useful in
scenarios like video analytics that emulate the behavior of an intrusion sensor, enabling
detection of critical events such as tamper or antimasking.

Once configured, it can be easily integrated into any action within your rule or alarm designs.

€ Milestone XProtect Management Client 2023 R3 = (] X

File View Action Maintenance Tools Help

HY oei

Site Navigation ~ 2 X |JRues + 1 ||Rule information -3
B3 View Groups iz] GRabacionPermanente Name:

£2 Smart Client Profiles
£ Management Client Pr

Tecnoalm Alam|

Matrix IATRIX Description:
o i3} MATRIX Limpiar NO
i E"::"d Eves 5] New Rule 001
2] Rules = %
Time Profiles Lﬂ:J Huevs regla 001
[_;] Nueva regla 002
[ Notification Profiles LIDA GALAXY
R User-defined Events ET AREA
¥ Analytics Events ET AREA-Copy i
Y B Acti
Q] Generic Events ecnoAlarm a b
A
& \webhooks ‘ecnoAlarm AlrmaEnd Defrition:
=t @ Security Tecnoalrm Alarm :
1 R % 3] TEST ON Bypass 1001 Salida Ga Pen‘f?orr'r"\ acton on Tecnoalarm Alarma
oles = Exdemal
D Pacie | lza g3 ESTIOKFUnBypes’1007 Sehida Send event information to TecnoAlarm Alarm

Access Zone
| Z. Intrusion started

ated Site Hierar.

Site Navigation Fe

Thanks to this flexibility, XProtect provides a powerful solution for implementing intelligent
automation that enhances the security and management of video surveillance systems.

Alarms in Milestone

Once the installation is complete, the configurator will be able to see additional events in the
XProtect Management Client. It is a list of events from Tecnoalarm panels that are read by the
plugin and sent to XProtect. Alarms associated with these events can be configured. Click Alarms
> Alarm Definitions, right click and add new

Site Nawvigation + 1 X ||&larm Definitions -~ I
5 @ DESKTOP-RIESGGA- (2333) » ER® ] Ao Defnitions.

Alarm Definitions
L Basics & ALARM Collapse
=55 Remote Connect Services ALARM

[} Auis One-click Camera ALARM Add New ... Ctrl+M
ALARM

2
2
=@ Alarms j Aarm Di & Refresh F5
2
2
2

. Alarm Definitions
ﬂ Alarm Data Settings
ﬂ Sound Settings

Alarm Definition Zona 2 Aritech Intelion
Alarm Etigueta MedioAmbiental Tipo B
ALARM MULTITRAMNSMITER TAMPER

Fill in name and instructions

Alam definition

Enable:

Name: |Alarrn Definition
Instructions:

After going to the Trigger Event in the section Trigger and Select Tecnoalarm Plugin Events.

14
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Trigger
Triggering event: ~
Access Control Event Categories
Analytics Events
Device Events
Sources: Extemal Events
Hardware Events
Activati ind LPR server
I Match lists
Ti rofile: Recording Server Events
© Time profie System Events

) System Monitor Events
O Event based: Tecnoalamn Plugin Events
Transaction events

—

Under the trigger event, select one of the event options, e.g. Panel disconnected.

Trigger

Triggering event: Tecnoalamm Plugin Events ™

Alaming disamed
Sources: Amed program
Bypassed program
Activation period Disarmed program
Disamed zone
(®) Time profile: Isolated zone
CQutput active

() Event based: Qutput inactive
Panel connected

Zone Alaming
Zone Disabled
Map Zone tamper
Zone trouble

© An alam only appears on the smart map f at least ore SoUrCe of THe SIS TS & Camera, an NpT device, or 8 meraphone

Now select the source of the event by clicking on the Select button and a new menu will
appear. Find the source and choose it.

Trigger
Triggering event: Tecnoalam Plugin Events ~

Panel disconnected ~
Sources: | I Select... |
fciuapod Select Sources >
® Time profile:

Servers
(O) Event based: Groups
-~ All Monitor Tecnoalarm
w-1[] DESKTOP-RIESGGA
Map =1+ Monitor Tecnoalarm
..[fll TPe-88PE
o An alarm only app
Alam manager view:
Remove
Related map:
Cperator action require|
Time limit: ¥
e Concel
KB

Fill in the rest of the sections as needed.

15
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Rules in XProtect

By means of the rules you can make events trigger actions, actions of Tecnoalarm and
others.

Also, the configurator can create actions on the panel:
And/or associate the events of the panel to specific rules:

Rules and Events > Rules > Add Rule (right click over Rules) > event

|
{Site Mavigation - 0 X

Manage Rule = O X
=i DESKTOP-RJESGGA- (233a) & | Selectan Event X
7] Basics ~[E] ARMAR| Name: New R 5 |
. [z i =8 Tecnoalarm Plugin Events a| =
=[5 Remote Cannect Services Ressison

E} Ixis One-click Camera Alarming disarmed (Tecnoalarm Plugin Events) 3

. Armed program (Tecnezlarm Plugin Events)
D Servers hetive: Bypassed program (Tecnoalarm Plugin Events) E_ )
% Devices Disarmed program (Tecnoalarm Plugin Events)
‘:3_ Client Select the rule type you want Disarmed zone (Tecnealarm Plugin Events)
= @ Rules and Events [O) Perform an action on <eve Isclated zone (Tecnealarm Plugin Events)
Rules (O Perform an action in a tim| Output active (Tecnoalarm Plugin Events)
@ Time Profiles (7) Perform an action an 3 <r Output inactive (Tecnoalarm Plugin Events)

Panel connected (Tecnoalarm Plugin Events)
Panel disconnected (Tecnoalarm Plugin Events)

Cocel -

[ Notification Profiles
'Q User-defined Events
- Analytics Events
Generic Events
oy Webhooks
Eelf] Security
ﬂ Roles
a Basic Users Edit the rule description (click an underlined item)

E3-° System Dashboard Perfarm an action on event
M2, Server | ons from devices/recording server/management server

Select the event and then the source of the event activation, even multiple sources and from
other panels.

Select Sources *
Sources: Selected:
[=- Sources RC_OUT 1
EHZZ All RemoteControls RC_OUTS
=5 All RemeteControls on EV10-50
- RC_OUT 1
. RC_OUTZ
- RC_OUT2
. RC_OUT4
- RC_OUTS
-l RC_OUT &
-l RC_OUT 7 4 Remove
- RC_OUT &
[ All RemoteContrals on TPE-88PE

0K Cancel

Click next and follow the dialog to perform your preferred actions to do.

16
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For example, this rule, send actions to 2 different panels and for 2 specific programs to be armed.

ARMAR|  Name: New Rule 002
Default
Defzultf Description

Default B active:

Step 3: Actions

Default§ | Select actions to perform

Select Targets

[Z] Default$ | (] On «site> trigger <user-defined
~[E] Default § | | Send event information to <Webl
-[Z] GetStall | | Isolation <Menitor Tecnoalarms
~[E] Mew [] Reintegraticn <Menitor Tecnoal
S ELCU TR NI i <Monitor Tecnoalarm>
[5] Nuevars | ] Bypass <Moniter Tecnoalarms
[Z| Regla d¢ | |[] Unbypass <Monitor Tecnoalarm|

-[iZ] Realz Bt | | On <Meniter Tecnoalarm>

~[iZ] Regland | |[] Off <Meniter Tecnoalarm>
~-[iZ] TEST AR | |[] Disarm <Menitor Tecnoalarms

Edit the rule description (click an u

Perform an action on Output inactive
from RC OUT 1, RC QUT 5
Am <Monitor Tecnoalarm>

Help

Targets:

(=1 Targets
=+ All Programs
-2 All Programs on EV10-50
: @ PROGRAM_1
.« PROGRAM 2
(= Al Programs on TP8-88PE
4 PART 1
- PART 2

Selected:

@ PART1
@ PROGRAM_2

OK

Cancel

User roles

In all those installations where we want to introduce a restriction on the action on different
devices related to the user's role, this integration depending on the roles of the different users
is possible thanks to the integration developed. It is very easy in the security section select a role
and at the bottom of the Roles information block select Tecnoalarm Plugin, expand the whole
tree and select the element or elements on which you want to apply the properties (Input 1).

@ Milestone XProtect Management Client 2023 R3 O x
File View Action Maintenance Tools Help
H9 oemn
Site Navigation + 3 X llRoles + 1 J(Role Settings - I
B“ DESKTOP-RJESGGA-(23.38) »a Name Sl e ST s
& - P A
ED Basics . ﬂ Administrators (Admi E|--. Tecroalamn Plugin Py
= Remote Connect Services % Testl E|. Mornitor Tecnoalam
(5 Axis One-click Camera EV10-50
7 Servers @ Tra-sarE
J--@ Devices =
oL Client
[ Rules and Events
-}ﬁ@ Security
R Roles Programs
A F‘AF\‘T‘I
‘- i Basic Users : PART 2
}0 System Dashboard 5. RemoteControle Y]
Fl‘ Server Logs Security settings for: PART 1
Metadata Use [C]LBL_CMD_GENERIC_READ
% Metadata Search - -
R, Metadata Searc ] LBL_CMD_GENERIC_WRITE
Eﬂ Access Control
= &3 Incidents
% Incident properties
{% Transact
Bl Transaction sources A
>
Site Navigation = Federated Site Hierarchy LPR 7 Incidents gﬁi Healthcare % SearchLPR . Tecnoalarm Flugin <>
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/. Operation

Milestone Smart Client

The plugin automatically obtains all the elements associated with the dashboards that have
been registered to be managed by the integration of the XProtect Management Client.

All the elements collected by the plugin will be available to be dragged onto the map, with the
name assigned from the Tecnoalarm configuration application.

# Milestone XProtect Smart Client
Tecnoalarm2024 Search Alarm Manager Incidents
XProtect « Tecnoalarm2024 v B

l o 12:17:24 PM  Thank you for using this trial license to demonstrate or evaluate the XProtect video management software. The trial license expires on 11/2¢
© 12:16:42PM XProtect Smart Client is not performing optimally because you are using Remote Desktop Connection. To improve performance, restart XPrd
R Private & SGSE
» [ New Group
4 [ Nuevo grupo
GALAXY
Nueva vista (1 + 1+ 2)

PX

Tecnoalarm2024
UNii

b [ Testl

B Cameras

4 Event

» & DESKTOP-RJESGGA

¢ MIP plug-ins

Incidents R Npi o N \ B gaCOUT 1M=/FIRC ouT 2}
3 = i
i - 7 N %
\ % IR ’ . L

Quick Filters Events  Cusfom (filter applied) v Clear filter

! Start incident project %
Y All Events ] [ Time Message Source

1:23:07 PM 11/18/20: Database Deleting Recordings Befc DESKTOP-RJESGGA 1302317

1:12:37 PM 11/18/20:  Database Deleting Recordings Befc  DESKTOP-RJESGGA 1302316

12:53:56 PM 11/18/2( Database Deleting Recordings Befc DESKTOP-RJESGGA 1302315

5 : 12:48:16 PM 11/18/2( Database Deleting Recordings Befc  DESKTOP-RJESGGA 1302314

SmartClientPanel_TecnoalarmMonitor

12:41:05 PM 11/18/2( Database Deleting Recordings Befc DESKTOP-RJESGGA 1302313

12:40:35 PM 11/18/2( Database Deleting Recordings Befc  DESKTOP-RJESGGA 1302312

12:23:05 PM 11/18/2( Database Deleting Recordings Befc DESKTOP-RJESGGA 1302311

! Create empty incident project
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The operator can send commands to the panel; to do so he must hover over the panel icon and
press the right mouse button, so that it appears to him as a context menu from which he can
interact with the panel.

Show alarms

Acknowledge alarms

Disable all new alarms

Ignore status

Arm

Disarm

Bypass
Unbypass
Center map here
Zoom in

Zoom out

Zoom to standard size
Home

Events Cusfom (filter applied) Clear filter

=] Time Message
1:23.07 PM 11/18720; Database Deleting Recoi Status details

The operator can interact with the item through the context menu (right-mouse button) and
perform the following specific actions:

a) Isolate/Reintegrate Zones
b) On/Off RC Outputs

c) Arm/Disarm Programs

d) Bypass/Unbypass Programs

Actions of Arm and Disarm require a PIN code to be inputted.
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Status Detail

If we position ourselves on an element and right-click on it, we are shown a context menu where
we can select the Status Details function.

Value

Armed program

Events Custom (fiffer applied) ~ Clear filter

=]  Time Message
1:36:42 PM 11/18/20: Armed program
1:36:42 PM 11/18/20: Armed zone

The "Tecnoalarm Monitor" plugin allows you to monitor and interact with dashboards through
the standard XProtect® Smart Client user interface.
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Event and alarm viewer

From Milestone's generic alarm and event viewer, alarms and events coming from panels can
be viewed and managed.

Search Alarm Manager ' Incidents Forensic LPR Das... System Monitor ARG 13849PM g A

Tecnoalarm2024 v B Video restrictions ¥ Setup

ZONA SAT
e —acliCa]

Quick
Y AllEvents e Message Prioiity Level StateLevel  StaleName  Message  Source
Armed program 9 = 13642 PM 111820; 1 1 New Armed progra PART 2
'Y On hold (0)
Y

Maps
Devices corresponding to panels and zones can be placed on XProtect® maps.

& < > @ SGSE

Enter filter

Webhooks Plugin

Tecnoalarm Plugin
EV10-50

) TP3-88PE

¥ zona2
[ zONA saT
I8 zona1
® PART 2
® PART 1
= rcouT9

F rcouT1

Frcour7

W RC_OUT6 RC_OUT 1M=/8RC_OUT 2
. :

B rcour 13 ———

Quick Filters Events  Custom (filter applied) Clear filter

Y All Events E Time Message D
1:36:42 PM 11/18/20: Armed program 1302319
1:36:42 PM 11/18/20 Armed zone 1302318
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Each item's icon reflects its current state according to the legend below.

Colour Example Meaning ‘
The panel is idle but no sections armed.
Green
Panel Idle with some section armed.
Orange/Green
The plugin does not communicate with
Grey

the dashboard, so it does not know its

status, or panel is disabled in
management.
Table 1. Color logic that applies to icons associated with panel.

Colour Example

Meaning
Output is off
Green
Green Outputin on
Unknown.
Grey

Table 2 Color logic applied to icons associated with alarm relays.

(of][]1]¢ mple
Green

Meaning
The input is idle but no sections armed

Red The input is alarmed.

The input is Armed.
Orange
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Blue The input is Bypassed.

Dark green n The input is opened.

Grey Unknown.

Table 3 Color logic applied to the icons associated with the Zones.

Colour Example Meaning

Green The input is idle but no sections armed
Red The input is alarmed.

The input is Armed.

Orange

Blue The input is Bypassed.
Dark green The input is opened.

Grey Unknown.

Table 3.1 Color logic applied to the icons associated with the virtual Zones.

Meaning ‘

Green idle. This is normal operation.
Orange Armed. The siren is armed.
Grey Unknown.

Table 4 Color logic applied to icons associated with Programs

*The same color logic applies to icons associated with other sensors.
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Actived ’ Deactived Unknown

On/Off ligth bulb

Door control

Activation of sirens

On/off cameras

Activation of irrigation system

HVAC Systems Control

Control of electric locks

Activation of audible alarms

Control of motorised blinds

Emergency lighting control

Intrusion notifications

Biometric access control

Activation of exhaust fans

Fire detection system control

Control of electrical generators

Control of barrier
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ON

£

Bollard control

Table 5 Color logic applied to icons associated with Remote controls
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8. Troubleshooting

Integrated Systems

In case the integration does not work, please confirm that the panel and its firmware version
are compatible with the plugin.

The compatibility of the plugin has been tested with a Tecnoalarm panel whose firmware version
2.1.06 of TP8-88P and 1.2.04 of EV10-50. Compatibility is not guaranteed with any previous or
later firmware version. While later firmware versions should work correctly, compatibility will
be subject to testing specific to each firmware version.

Equipment Needed

The panel must have an Ethernet connection in order to communicate with the plugin. Check
with your Tecnoalarm panel provider for more information.

Other problems:
e The panel does not establish communication.

o Review the panel connections

o Reset the panel.

o Review the configured IP address and connection port.

e The plugin does not allow you to add a device

o Check that you have an active license on the help screen.

e The map shows black circles with white blades instead of the icons.

o When the panel is created in Milestone, the items are new to the system, so the
icons corresponding to the deleted items must be removed from the drawing and
added again.

e The commands don't work.

o The state of the panel or its elements might prevent certain commands from being
executed. Refer to the Milestone MIP log for a possible error code.

e Inthe event of a communications failure, try restarting the XProtect® Event Server.

Learn more

To use XProtect smart client help press F1 or Standard tabs - XProtect Smart Client | Milestone
Documentation 2023 R3 (milestonesys.com)

To use XProtect Management client help press F1 or Management Server Manager (tray icon) -
XProtect VMS products | Milestone Documentation 2023 R3 (milestonesys.com) For more
information, please visit the plugin's online information or contact SGSE at info@sgse.eu.
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