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1. Document versions

Version | Date Author | Changes in the version
1.0 05/2019 SDA | First version (English)
1.1 05/2019 SDA | Pictures also in English
1.2 03/2021 SDA | Included new features: outputs, new events. Some
pictures update pending.
1.3 07/2022 DBL Included for the LightSYS Plus device version
1.4 12/2024 IXR Updated iconography, licensing, status details,

associated cameras, and alarm trigger.
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2. Introduction

The purpose of this document is to explain the operation, installation and use of the
software solution called "RISCO Monitor".

This solution consists of a plugin that allows to monitor and interact with certain RISCO
hybrid intrusion systems, ProSYS™ Plus and LightSYS™2, from the user interface and the working
environment of the platform XProtect® of Milestone.

In this way, the monitoring of the intrusion system is available together with the
advantages of the XProtect® VMS for video and alarm management. CCTV and intrusion in a
single interface.



https://www.riscogroup.com/spain
https://www.milestonesys.com/
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3. Solution architecture
The architecture of the solution is described in the scheme below:

Ethernet

Plugin SGSE — RISCO Monitor

Through the Ethernet network, the plugin establishes communication with configured
panels.

Once the communication is established, it imports the panel configuration and keeps
the communication channel open to:

e Send commands to the panel
e Askthe panel for the status of some elements (partitions, zones, outputs)
e Receive notifications when the status of panel/partitions/zones/outputs change
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4. Installation

To install the plugin, simply execute with administrator rights the installer
“Installer_PluginRiscoMonitor_x64.msi" provided by SGSE. The process is automatic.
Throughout the different screens of the installer, we will only have to accept the End User
License Agreement, a mandatory condition to be able to use the plugin.

ﬁ Rizcobanitar Plugin — X

Welcome to the RiscoMonitor Plugin Setup:}‘.{izér’ﬁm

The inztaller will guide you through the steps required to install Rizcobd anitor Plugin on gour
computer.

WARMIMG: This computer program iz pratected by copyright law and intemational treaties.
Unauthorized duplication ar diztribution of thiz program, or atw portion of it, may result in zevere civil
or criminal penalties, and will be prosecuted to the masimumn extent poszible under the law.

Click “Next >” to start the installation process.
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ﬁ Riscobdonitor Plugin

License Agreement \A

Pleaze take a moment to read the license agreement now. [F vou accept the terms below, click |
Agree", then "Mext”. Otherwize click "Cancel'.

End-User License Agreement (EULA) of Riscobdonitor Plugin ™

This End-User License Agreerment ("EULA") is a legal agreement between yau
{the "User") and Soluciones Globales de Seguridad Electranica (SGSE)

This ELLA agreement governs wour acquisition and use of our Riscallanitor
Plugin software ("Software"”) directly from foluciaones Globales de Sezuridad
Electranica (3GSE) orindirectdy through a Soludones Globales de Seguridad

W

(1 Agree

Cancel < Back Mewut >

You will have to read and accept the End User License Agreement in order to proceed
with installation.

ﬁ Rizcabdaonitar Plugin

Confirm Installation A

The installer iz ready to install Rizcokd onitor Plugin on your computer.

Click "MNest" to start the installation.

Click “Next >” to proceed and install the plugin files.
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If Windows User Account Control is enabled, you may have to allow the installer to go
ahead with installation.

ﬁ Riscabdonitor Plugin - it

Installation Complete YA m

Rizcobonitor Plugin has been successfully installed.

Click "Cloze" to exit.

Fleaze uze Windows Update to check for any critical updates to the MET Framewark,

Once the process is finished, we can click “Close”. The plugin is already installed!
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5. Licensing

The plugin needs a license to run. Each panel must be licensed. These licenses are
generated by SGSE. The procedure to obtatin the license file corresponding to the acquired
license is described below.

A. Gettinga UID
In order to generate the license, you must provide the corresponding UID. This UID is an
unique identifier to which the license ins bound.

To get this code, you have to run XProtect® Management Client after installing the
plugin, and go to the corresponding menu item.

In that screen, when the plugin is not licensed, you will see the corresponding UID.

4 Milestone XProtect Management Client 2019 R1 = a X
FEile Edit View Action Tools Help
H2 oef

Site Navigation - 2 X
£ DESKTOP-IU7RLL2 - (13.13)
1) Basics m
@ [ Servers The Open Platform Company

56 Client S65¢ SGSE - RISCO Monitor
(@ Rules and Events
[E] Rules
@ Time Profiles e License Information
[ Notification Profiles .

R User-defined Events he Wi
¥ Analytics Events 1 ) »
Generic Events P ;
e} @ Security N '. g
-

@ @) System Dashboard
{5 Server Logs Soluciones Globales de Seguridad Electronica
[Be Access Control I = = = ]

@£, Transact

LS A i 1YT802H-1HG- 1GFHZVX-1589VZ4

f 6% |PRTemporal

[BR23 SGSE - RISCO Monitor

©-4 ) RISCO Panels Please-provide the following WD to SGSF in arder to have your license generated
Zones [ | 1v1so2+- G- 1GFHzvX-1589vza |
7% Partitions

Please provide this UID to SGSE, and you will get your license file generated.

B. Applying the license

cax
@ milestone | XProtect”

865 RISCO Monitor

3 Coneasincon # so0i0 Bapaive

rformacion de  beancia

UD pars fcancia

Por e, dere a3te UID 3 SGSE para que 3 bcencia 320 geonroda
TSEVIAE-TEHOKT WOWITE LZ1ATY

Coses 3 partapapeies

Selct Lcense Fils
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Click on the “Select the license file” button to apply the received license.

Select License File

You can also perform the operation manually by copying the license file to the plugin
directory. By default:

C:\Program Files\Milestone\MIPPlugins\RiscoMonitor\

In case you are working with a XProtect® version where you don’t have Management
Client, but Management Application instead, then you will have to copy the license file to the
next folder too:

C:\Program Files (x86)\Milestone\MIPPlugins\RiscoMonitor\

After applying the license, Event Server must be restarted so that changes take effect
and we can use the plugin.

Workstations (only SmartClient)

To generate the UID in a workstation where you don’t have XProtect® Management
Client, you will have to use the SGSE tool, “UID Generator”.

Please, contact SGSE to get this tool.
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6. Configuration

The plugin has been designed to simplify as much as possible its configuration process,
so that the start-up is as simple as possible for the installer.

Set up a panel
To set up a panel in Milestone, the procedure is extremely simple.

You just have to assign a name to the panel, to identify it in the system, and configure
the needed parameters to establish the connection between plugin and panel over Ethernet:

e [P address of the panel
e Portinwhichitis listening for incoming connections.
e Integration Remote Code

Default port, if configuration of the panel has not been changed, is TCP port 1000.

RISCO Panels - 1 ||Panel Information
El-a | RISCO Panels
«  ProSYS SAT Neme:  [ProSYS SAT |

IP Address: [192.168.2.199 | Port:
Remote PIN: III

Enabled

After saving changes, the plugin will try to connect automatically with the panel and, if
everything is properly configured, it will import the panel configuration (partitions, zones, zones
to partitions association), and the state of each element (panel technical alarms, and state of
partitions and zones).

The plugin will automatically create in Milestone the items conrresponding to the
partitions and zones of the panel. These items will be accessible from the interface of
Management Client.

We can see the download process information in the Event Server MIP Logs.

Configuration of Elements:

If the connection has been successful, we can proceed with the configuration. A tree
structure will be created with the groups of elements retrieved when the plugin connects
to the system.

Clicking on each group, which contains its corresponding elements, will display them in a
new tree structure. Clicking on the selected element will open a form with the available
options.

10
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4 Milestone XProtect Management Client 2023 R3 - O X
File View Action Maintenance Tools Help

H 9 ©ei
Site Navigation ~ 2 % [zones ~ 4 JJzene Information -2
E-@) System Dashboard ~ 5 Zones
[] Current Tasks Bl | NuevaRISCO Zone: | Z002 (22 Salida) Zonetype: | Volumetric >
@ System bonitor 2001 (21 Entrada)
2002 (22 Salida) Enabled [ ] Raise alarms
2003 (Z3 SGSEAL)
2004 (Z4 SGSESAT)
2005 (25 SGSECFD)

¢ System Monitor Thresholds
& Evidence Lock
[® Configuration Reports

[] Associate cameras

ﬁ Server Logs Z006 (Zona 0D6)
- Metadata Use Z007 (Zona 007)
%, Metadata Search Z008 (Zona 008)

[Ble Access Control 7009 (Zona 009)
£l Transact Z010 (Zona D10)

2011 (Zona 011)
2012 (Zona 012)
2013 (Zona 013)

] Transaction sources
Transaction definitions

@ Narms 2014 (Zona 014)
£ MIP Plug-ins 2015 (Zona D15)
5% RISCO Monitor 2016 (Zona D16)
4] RISCO Panels
B
7 Partitions
= Outputs

Site Navigation | Federated Site Hierarchy

The different groups have the option to rename, enable management, and/or send an alarm. The
latter functionality allows an alarm to be triggered in Milestone when an event related to the
element being configured occurs, without the need to configure it in the alarm configuration
panel. Please refer to the alarm management section.

Finally, zones have a new management parameter that allows associating one or more cameras in
the event of an alarm, from existing cameras in XProtect. You can easily navigate through the
menu to select the desired camera(s). You also have the option to enable or disable this feature
through the "Associate Cameras" tab.

This can also be done if you want specific events and alarms from the device connected to the
panel to be notified. Additionally, you can add the associated cameras to the notifications to
facilitate incident management.

4 Milestone XProtect Management Client 2023 R3 - m] b
g
Elle View Action Maintenance Iools Help
H 9| o ®i
Site Navigation ~ 3 X ||7ones ~ B | Zone Information - 2
E-@) System Dashboard ~ | = Zones
E] Current Tasks -4 NuevoRISCO Zone: | 2001 (Z1 Entrada -
@ System Monitor Z001 (Z1 Entradz) ' Zore tee: [ =
¢ System Moritor Threshold Eotperll o (B R
= Associate cameras
& Evidence Lock 7004 (Z4 SGSESAT)
[® Configuration Reports 2005 (75 SGSECPD)
F] Server Logs ZDDE (Zon= 00E)
=R - 4 _ha!etadala Use Z007 (Zonz 007)
&, Metadata Search 7008 (Zona 008) Groups Selscted:
Access Control 2008 (Zona 009) - £ i
! [?.i Transact Z010 (Zona 010) E‘"'L.I DESKTOP-RIESGGA b HIKVISION iDS-TCM403-Bl (192.168.2,
. y g )
EY) Transaction sources ig};‘?’“ gl;) £ Oficina E UNIVIEW IPCB412LR-X5P (192.168.2
S S-TCMA4034
Transaction definitions (Zona 012) B !<V1SION IDS-TCHA403-B1 (19
@ Aams Z013 (Zena 013) L. UNIVIEW IPC23248B-DZK-0 (-
2014 (Zona 014) L sat Add
8 MIP Plugivs 2015 (Zons 015) b UNIVIEW IPC3232ER3-DVZ28
6% RISCO Monitor 2076 (Zons 016) . N Remove
© £ ] RISCO Pansls @ UNIVIEW IPCB412LR-X5P (192
|| Zones
£ Partitions
'~ Outputs v < > < >
< >
Site Navigation | Federated Site Hierarch

11




@ m Risco Monitor - Installer and User Manual

Soluciones Globales de Seguridad Electrénica

Sensor Types

The plugin allows selecting the type of sensor used in each zone or output. This will change the
icon of the element on the Smart Client map, ensuring that the information the operator receives
from the intrusion system is as complete as possible.

Fones » 11 || Zone Information
=- Z_c:nes
g Fro5YS SAT Zone: Z001 (Zone 001)
~ | Z001 (Zone 001)
- || Z002 (Zone 002) Enabled

- || ZD03 (Zone 003)
- || Z004 {Zone 004)

- |l| Z005 (Zone 005) Zone type: | Volumetric
- || ZDDE (Zone 00E) olmete
- || Z007 (SALON) S;g;icuc conta
- || ZD08 (Zone 008) e

Panic button

Alarm Definition

This plugin adds some event definitions to Milestone, corresponding to the events that
the panel sends. These events can be panel technical alarms, or an indication that a partition or
a zoneisin alarm.

Each event can be defined in Milestone as an alarm. You just have to go to “Alarm
definition” section, witin Management Client, create a new alarm whose triggering event is an
event from the Risco Monitor Events group, and define the item(s) from which we want this
event to be considered an alarm.

Properties -
Alam defintion
Enable 1%}
Name: New panel alarm ]
insnuctons | ]
Trigger
Triggering event: Risco Monior Events v
v
Panel Alam - AUX
Sources: Panel Alam - Battery
Panel Alam - Bell tamper
Activation period Panel Alam - Bell trouble
Panel Alam - Box tamper
(® Time profie: Panel Alam - Clock
Panel Alam - Phone line
Event based: Panel Alam - Rs485
O Ev Panel Alam - Supply
Panel connection lost
Partition in Alam
st nen e s
Related cameras [ | Select...
Related map
ntial alam priorty Hgh S
Alam category: v
Events triggered by alam [ || seet.

12
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Rules: events
Those events can also be used to trigger Milestone rules. Just create a new rule and
select as “Triggering Event” one of the events from those added by the plugin.

The events that plugin adds currently are:

e Partitionin alarm

e Partition armed.

e Partition disarmed.

e Zoneinalarm

e Zone bypassed.

e Zone un-bypassed.

e Panel connection lost.

e Output activated.

e Output deactivated.

e Technical alarm at the panel. Can be:

o AUX
o Battery
o Bell tamper
o Bell trouble
o BoxTamper
o Clock
o Phoneline
o RS485
o Supply
nage Rule - O *
MName: RISCO triggered rule
Description: | Select an Event x|
Active: {'." Other ~
(=865 RISCO Monitor
Select the i = @ Risco Menitor Events
m Q Output activated (Risco Monitor Events)
O Performd Q Output deactivated (Risco Menitor Events)
O Performd Q Fanel &larm - AUX (Risco Monitor Events)
Q Fanel &larm - Battery (Risco Monitor Events)
Q Panel &larm - Bell tamper (Risco Monitor Events)
Q Panel &larm - Bell trouble (Risco Monitor Events)
Q Panel &larm - Box tamper (Risco Monitor Events)
Q Panel &larm - Clock (Risco Monitor Events)
Q Panel &larm - Phone line (Risco Monitor Events)
Q Panel Alarm - R5485 (Risco Monitor Events)
— Q Panel &Alarm - Supply (Fisco Monitor Events)
Edit the rule| Q Panel connection lost (Risco Monitor Events)
m Q Partition armed (Risco Monitor Events)
from dew Q Partition disarmed (Risco Monitor Events)
| Q Partition in Alarm (Risco Monitor Events)
Q Zone bypassed (Risco Monitor Events)
Q Zone in Alarm (Risco Monitor Events)
Q Zone un-bypassed (Risco Monitor Events) o
~
Corc
Help Cancel < Back Mext = Einish

13
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Rules: actions

With the actions defined by the plugin, Milestone can interact with panels when a
defined rule is triggered.

We can define rules to trigger the following actions on panels:

e Arm the panel.

e Partially arm the panel.
e Disarm the panel.

e Arm a partition.

e Partially arm a partition.
e Disarm a partition.

e Bypassazone.

e Un-bypass a zone.

e Activate an output.

e Deactivate an output.

Manage Rule - O X
Name: Disarm Panel
Description: Disarm intrusion hall partition
Active: E 7
Step 3: Actions
Select actions to perform

[[] Save attached images A
[[] Activate archiving on <archives>
On <site> trigigef <user-defined event>

[ ] Arm all the partitions of RISCO <panel>

[ ] Disarm all the partitions of RISCO <panel>

[ ] Arm partially all the partitions of RISCO <panel>
[ ] Arm the RISCO <partition>

[ ] Disarm the RISCO <partition>

[] Arm partially the RISCO <partition>

[] Bypass the RISCO <zone> e
[ ] Unbypass the RISCO <zone> ]
[[] Activate the RISCO <output>
Deactivate the RISCO <output>

Help | [ Cancel ‘ < Back Next > Einish

14
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Role permissions

The plugin allows you to control elements based on roles permissions applied to

Milestone user. In particular, the possibility to interact with elements can be limited by using
the “Manage” permission.

If a user belongs to a group or has a role which has no “Manage” permission over an
element, then this user will not be able to operate that item (arming, disarming, bypassing...).

€ Milestone XProtect Management Client 2012 R3
File Edit View Action Tools Help
H2 o<

Site Navigation v 2 x [Roles - # [Role Settings o
g9 DESKTOP-JMPIHO7 - (12.33) Name
# (] Basics % Administrators (Administrators ha | MIP configurations
@ [ Servers §A Operators (Default role created by
® g Devices [=)-86% SGSE - RISCO Monitor
(3 Rules and Events RISC0 € aid
@ Rules ProSYS Plus
LightSYS

Time Profiles
[ Notification Profiles
R User-defined Events
¥ Analytics Events
R Generic Events
= e Security
P Roles
& Basic Users
i @) System Dashboard
[ Server Logs
[Be Access Control
# [, Transact
=R Alarms
& Alarm Definitions
g ‘“SW“EZZ;Z“'""’S Security settings for: Panel
& %¢ MIP Plug-ins
& s SGSE - RISCO Monitor [Manage
47 RISCO Panels Read

7t Zones

&l View Group (] Servers G Matrix @ Alarms [ Access Control #JLPR ¢ MIP <>

15
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/. Operation

Risco Monitor plugin allows you to monitor and interact with panels. Every action is
performed from the SmartClient, which is the standard user interface in XProtect®.

From SmartClient there are several options to monitor the status of the panel and its
elements, as well as to interact with the device.

A. Event/Alarm viewer
From the standard XProtect® events and alarms viewer, alarms and events coming from
the intrusion panels can be viewed and managed.

Filtros répidos Alarmas  Personalizado (fitro aplicado) Borrar filtro Informes 1-100

Y Nuevo (9847) G Hora Nombre de est Mensaje Fuente Etiqueta Propietario 1D
Y En curso (0) 10:42:37 22/10/2018  Nuevo Zona - En Alarma ProSYS Plus Zona Z001 78467
10:42:37 22/1072018  Nuevo Particion - En Alarma ProSYS Plus Particion P01 78466
10:42:36 22/10/2018  Nuevo Panel Alarma - Bateria ProSYS Plus Panel ProSYS Plus(192.168.2.199) 78464
10:42:36 22/10/2018  Nuevo Panel Alarma - Problema Campana ProSYS Plus Panel ProSYS Plus(192.168.2.199) 78465
10:42:3522/10/2018  Nuevo Panel Alarma - Linea Telefonica LightSYS Panel LightSYS(192.168.2.198) 78463
Servidores 10:42:35 22/10/2018  Nuevo Panel Alarma - Bateria LightSYS Panel LightSYS(192.168.2.198) 78462
10:08:39 22/10/2018  Nuevo Zona - En Alarma ProSYS Plus Zona Z001 78461
10:08:38 22/10/2018  Nuevo Particion - En Alarma ProSYS Plus Particion P01 78460
10:08:37 22/10/2018  Nuevo Panel Alarma - Bateria ProSYS Plus Panel ProSYS Plus(192.168.2.199) 78458
10:08:37 22/10/2018  Nuevo Panel Alarma - Problema Campana ProSYS Plus Panel ProSYS Plus(192.168.2.199) 78459
9:27:02 22/10/2018 Nuevo Panel Alarma - Linea Telefonica el segundo Panel el segundo(192.168.2.198) 78457
9:27-02 22102018 Nuevo Panel Alarma - RBateria el seaunda Panel el seaundal192 168 2 198) 78456

Y En espera (0)
Y Cerrado (0)

DESKTOP-JMP1HO7

B. RiscoMonitor tab
The plugin adds a new workspace to the SmartClient interface, that can be accessed
from the tab called “RiscoMonitor”.

@ Milestone XProtect Smart Client 20/05/2019 14:226:02 == O
Live Playback Sequence Explorer Alarm Manager W - 0 9
Setup

ProSYS Plus (192.168.2.199)

Panel techmical alerts Partitions

Zones
200 1] 002 Z00: :29 2004 004 007
" HE BE RE L8 [

Events log

Set last
Get from

Filter logs

16
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From this workspace, we have access to a tree view in which all panels integrated in
Milestone appear. Zones are grouped by partition, according to the association made in the
panel configuration.

Paneles
= B PANELES RISCO
& JJ ProSYS Plus (192.168.2.19

= PO1(
Z001 (Zone 001)
2002 (Zone 002)
2003 (Zone 003)
Z004 (Zone 004)

m @ P020
Z005 (Zone 005)
2006 (Zone 006)
2007 (Zone 007)
Z008 (Zone 008)

P LightSYS (192.168.2.198)

= @ PO10
Z001 (Zona 01)
Z002 (Zona 02)
Z003 (Zona 03)
2004 (Zona 04)
Z005 (Zona 05)
Z006 (Zona 06)
Z007 (Zona 07)
2008 (Zona 08)

From this tree view we can select a panel to see it in a detailed view, or we can also send
commands directly from the context menu (secondary button of the mouse).

= ’ PraSY'S Plus (192
= 1% P01 (Partip
2001 Arm

Disarm

Partial Arming

Disarm

Partial Arming

In the right part of the screen, occupying most of it, we have the detailed view of the
panel that we have selected in the tree view.

17




Risco Monitor - Installer and User Manual

Soluciones Globales de Seguridad Electronica

This screen divides into some sections:

LightSYS (192.168.2.198)

Alarmas técricas del panel Particiones

Sincronizar

Log de eventos / Ast Fecha C999
o e 0 Ajst Reloj C999
Ver ditimos evenios vers Ast_Fecha C999
v At oo 02
er desde  BIRIEIAE At Fecha C339

T — A R o

Panel technical alarms
Util buttons

Panel messages

Events log

Partitions detailed view
Zones detailed view

ok wWwNR

Panel technical alarms
Here you can see the panel technical alerts that are active, even if they have not been
defined as alarms in XProtect®.

Util buttons
This section contains two buttons that allow us to:

e Synchronize: set the current XProtect® time to the panel
e Show legend: it shows the colours legend for this screen.

18




@ m Risco Monitor - Installer and User Manual

Soluciones Globales de Seguridad Electronica

As a reference, the colour legend is shown below:

. Alarm Alarm
| o

Armed Armed
-

Part. Armed " Ready
' Ready " Bypassed

Trouble Open
- = ’
. Mot ready . Tamper

Trouble

Panel messages

Within this box relevant messages from panel are shown. As an example, if we try to
partially arm a partition that is already armed, a message sent by the panel as a response to our
command will appear, saying that the partition is already armed and cannot be armed.

Events log

The panel event log can be queried from this section. Log can be queried in two different
ways:

e From starting date
e Specifying the number of messages to be retrieved

Events log

Get last events

Getfrom ARk I Get

Results can be filtered in order to see only events that contain a specific text string, just
by entering that text string into the “Filter logs:” field before executing the query.

Partitions detailed view

All the partitions defined in the selected panel appear here, and their colour indicate
their state, according to the legend.

Apart from quickly viewing the state, we can interact with partitions through the context
menu (secondary button of the mouse), where we can:

e Arm a partition
e Partially arm a partition
e Disarm a partition

Partitions Partitions

Arm Arm

Disarm Dizarm

Partial Arming Partial Arring

19
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Zones detailed view
All the zones defined in the selected panel appear here, and their colour indicate their
state, according to the legend.

Apart from quickly viewing the state, we can interact with zones through the context
menu (secondary button of the mouse), where we can:

e Bypassazone
e Un-bypass a zone

Zones

80 Rl B
= = 8 Spyray® =

C. Viewltem

The same window described above can be added to a multiple view of the SmartClient,
dragging it in from the left menu in Setup mode, just like a camera view, the event viewer or a
map. It is recommended that the view is big enough so as to be able to see properly all its
elements.

@ Milestone XProtect Smart Client 22/10/201811:0053 — O X
Reproduccién Explorador de secuencias RiscoMonitor -0 7 v
XProtect < Nuevavista(1+1) v b Ajustes
Vistas ~ LightSYS (192.168.2.198)

Alarmas técnicas del panel Particiones

4 [ Grupo predeterminado
4 [ Grupo de vistas predeterminado
= Nueva vista
Nueva vista (1 + 1)
Nueva vista (1 + 2)
T Nueva vista (1 x 1)
6| Vista predeterminada 1
%1 Vista predeterminada 3 Sincronizar
» [ Privadas
» [ sta isabel

» [ Vista 001
B Camaras

» & DESKTOP-JMPTHO7

4 Evento
4 & DESKTOP-IMPTHO7
4 [ Todos los tipos de eventos
Armar LightSYS
Armar perimetralmente
Armar ProSYS Plus

Armar Todo
Y o loos

% Desarmar LightSYS

Filtros répidos. Alamas  Personalizado (fitro aplicado) ~' Informes

Desarmar ProSYS Plus
Desarmas Todo. Y Nuevo (3847) E Hora Nombre de est Mensaje Fuente Etiqueta Propietario 1D

Y Encurso ) 1042:37 221102018 Nuevo Zona - En Alarma ProSYS Plus Zona 2001 78467
10:42:37 22/10/2018  Nuevo Particion - En Alarma ProSYS Plus Particion P01 78466
10:42:36 22/10/2018  Nuevo Panel Alarma - Bateria ProSYS Plus Panel ProSYS Plus(192.168.2.199) 78464
10:42:36 22/10/2018  Nuevo Panel Alarma - Problema Campana ProSYS Plus Panel ProSYS Plus(192.168.2.199) 78465
10:42:3522/10/2018  Nuevo Panel Alarma - Linea Telefonica LightSYS Panel LightSYS(192.168.2.198) 78463
Servidores 10:42:3522/10/2018  Nuevo Panel Alarma - Bateria LightSYS Panel LightSYS(192.168.2.198) 78462
10:08:39 22/10/2018  Nuevo Zona - En Alarma ProSYS Plus Zona Z001 78461
10:08:38 22/10/2018  Nuevo Particion - En Alarma ProSYS Plus Particion P01 78460
10:08:37 22/10/2018  Nuevo Panel Alarma - Bateria ProSYS Plus Panel ProSYS Plus(192.168.2.199) 78458
10:08:37 22/10/2018  Nuevo Panel Alarma - Problema Campana ProSYS Plus Panel ProSYS Plus(192.168.2.199) 78459
9270221102018 Nuevo Panel Alarma - Linea Telefonica el segundo Panel el segundo(192 168.2.198) 78457
9-27:02 22102018 Nuevo Panel Alarma - Rateria el seaunda. Panel el seoundo(192 168 2 198) TRA56.

Ev Desarmar P1
'Y En espera (0)
Y Cerrado (0)

DESKTOP-JMP1HO7

D. Maps

The icons corresponding to panels, partitions, zones and outputs can be added to a
XProtect® map.

Each icon will show the state of the corresponding element according to the colour
legend referenced above.
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In addition to indicating the status with the corresponding color, the icons will adapt to the type
of zone or output assigned in the configuration. This way, the icons can be represented on the
diagrams with their corresponding icons, for example:

Type of sensor selected Icon

In the case of outputs, the icon will display a closed contact when the output is active,
and will show an open contact when the output is deactivated.

Volumetric

Magnetic contact

Seismic

Glass break

Panic button

PO1 (Paition 1)

P02 (Partition 2)

2005 (Zone 005)

2007 (Zone 007)
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In addition, it will allow to interact with the element from its context menu (secondary
button of the mouse).

Show Alarms

Acknowledge Alarms

Disable Alarms
. Ignore Status

Arm
Disarm

Partial Arming
Zoom In

Zoom to Standard Size

¢y Home

Status Details

In this way, you can:

e Panel
o Arm all partitions
o Partially arm all partitions
o Disarm all partitions

e Partition
o Arm
o Partiallyarm
o Disarm
e /Zone
o Bypass
o Un-bypass
e Outputs
o Activate

o Deactivate

Also, in the context menu, we can select the "Status Details" function.

P01 (Particién 1)

Name Value
19/12/2024 12:51:40 : PO1 (Particiér Partition armed
19/12/2024 12:51:34 : PO1 (Particiér Partition disarmed
19/12/2024 12:50:08 : PO1 (Particiér Partition armed

pplied) Clear filter

Priority Level State
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E. WebClient and Milestone Mobile

These interfaces do not support al the plugin functionalities, like the custom panel
management interface or maps.

However, alarms can be received from these two interfaces, if they have been defined
in the Management Client. Interaction with panels can also be performed by making use of
plugin actions and User defined events, that will appear to the user as buttons.
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8. Troubleshooting

Integrated systems
In case the integration does not work, please confirm the panel and its firmware version
to be plugin compatible. Integrated systems are:

e  ProSYS™ Plus
e LightSYsS™2
e LightSYS™+

Tested firmware version for each panel are:

e ProSYS™ Plus: RP512-01.01.01.001 OSP Apr 24 2017
e LightSYS™2: RP432-5.72 OSP Jan 23 2018
e LightSYS™ +: RP432MP-01.00.00.0027 OSP Dec 13 2021

Compatibility is not granted if a different firmware version is used. Although later
firmware versions should work properly, compatibility with each specific firmware version must
be tested.

Required equipment

In order to communicate with the panel from Milestone, it must be equipped with an
Ethernet module supporting multi-socket functionality. Ask your RISCO provider for more
information.

Communication failures
In case of communication failures, restart the Event Server.

If the communication failures persist, check that no other device, system, or software is
communicating with the panel through the remote integration protocol, such as the Configuration
Software or another integration system, as this protocol only supports a single simultaneous
connection.

There have been cases where the panel stops sending events through the Ethernet interface. This
can be resolved by restarting the panel.

More info
For more info, please visit plugin online information or contact SGSE in the email address

info@sgse.eu
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